
EXHIBIT C 


PLR 4-3fb) - Identification f Supporting Evidence 

The following represents InterTrust's list of all evidence relevant to construction of the disputed terms and phrases. 
InterTrust expects to identify those passages of greatest significance in connection with InterTrust's claim construction 
briefing. In addition to the evidence listed in the table below, InterTrust intends to rely on the testimony of Dr. Reiter, as 
described in more detail in Exh. F. 

Notes: 

1 . InterTrust reserves the right to supplement this list as needed to respond to changed constructions proffered by 
Microsoft immediately before or after the submission of the Joint Claim Construction Statement, or to respond to evidence 
or arguments proffered by Microsoft. 

2. In the following list, certain terms and phrases include other, separately defined terms. In such cases, the evidence 
supporting the separately defined term is also relevant to construction of the larger term. 

3. The InterTrust patents include overlapping specifications, in which the same text may be found in two or more 
specifications. In such cases, InterTrust has cited only one of the specifications. InterTrust reserves the right to substitute 
citations for the same text in other specifications. 

4. Citations of specification text also include a citation of any Figures discussed in that text. 

5. Each claim term is followed by a list of all patent claims in which the term appears (e.g., "193.15" means claim 
15 from the 1 193 patent). 


Key to abbreviations: 

USP = United States Patent 
4 193 patent = USP 6,253,193 
*683 patent = USP 6,185,683 
'721 patent = USP 6,157,721 
'891 patent = USP 5,982,891 
'861 patent = USP 5,920,861 
'912 patents USP 5,917,912 
'900 patent = USP 5,892,900 


Claim Term / Phrase 

InterTrust Evidence 

access, accessed, access to, 

Patent Specifications 

accessing 

'193 patent at 51:32-33, 61 


•193 patent at 59:53-55 

193.15, 193.19, 912.8,912.35, 

'193 patent at 62:54-57 

861.58, 683.2, 721.34 

'193 patent at 64:6-7 

'193 patent at 65:14-19 


'193 patent at 71:49-51 


'193 patent at 72:1-3 


'193 patent at 120:59-66 


'193 patent at 128:42-45 


'193 patent at 136:58-60 


'193 patent at 137:63-66 


'193 patent at 139:41-55 


'193 patent at 159:24-26 


'193 patent at 159:64-160:8 


'193 patent at 163:36-63 


'193 patent at 170:17-19 
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Claim Term / Phrase 


InterTrust Evidence 


'193 patent 
'193 patent 
4 193 patent 
'193 patent 
'193 patent 
'193 patent 
'193 patent 
'193 patent 
'193 patent 


at 173:9-16 
at 178:57-63 
at 183:24-26 
at 183:55-57 
at 188:65-66 
at 192:2-57 
at 217:27-42 
at 274:58-61 
at 298:67-299:5 


'683 patent at 10:66-11:3 
'683 patent at 12:52-53 
'683 patent at 13:15 
'683 patent at 15:67-16:4 
'683 patent at 19:6-14 
'683 patent at 42:34-37 
'683 patent at 56:21-25 
'683 patent at 57:63-65 

'861 patent at 12:35-39 
'861 patent at 13:6-17 
'861 patent at 15:35-48 
'861 patent at 17:22-25 

'721 patent at 2:47-53 
'721 patent at 2:62-63 
'721 patent at 4:5-15 

Extrinsic Sources 

Personal Computer Dictionary (1995), p. 1 1 . 

Wyatt, Computer Professional's Dictionary (Osborne McGraw-Hill, 1990), p. 7. 

Webster's New World Dictionary of Computer Terms, 6 th ed. (1997), p. 12. 

Citations from Sources Designated bv Microsoft under PLR 4-2(b) 

The New IEEE Standard Dictionary of Electrical and Electronic Terms (IEEE, 1993), 

p. 6. 

Cooper, Computer & Communications Security: Strategies for the 1990s, p. 365. 

National Information System Security (INFOSEC) Glossary, NSTISSI No. 4009 
(2000), p. 1. 

Glossary of Telecommunications Terms (National Communications Systems, 1996), p. 
A-3. 

Webster's New World Dictionary of Computer Terms, 4 th ed. (1992), p. 2. 

Encyclopedia of Computer Science and Engineering, 2 nd ed. (Van Nostrand Reinhold, 
1983), p. 494. 


addressing 
861.58 


Patent Specifications 
'861 patent at 5:57-6:7 
'861 patent at 10:53-59 
'861 patent at 14:14-29 
'861 patent at 15:21-31 
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Claim Term / Phrase 

InterTrust Evidence 


'193 patent at 86:51-56 
'193 patent at 92:18-23 
'193 patent at 109:2-5 
iy3 patent at 214: 15-1 o 
4 193 patent at 289: 14-22 

Extrinsic Sources 

Microsoft Computer Dictionary, 3 rd ed. (Microsoft Press, 1997), p, 17. 
Citations from Sources Designated bv Microsoft under PLR 4-2fb) 

The New IEEE Standard Dictionary of Electrical and Electronic Terms (1993), pp. 16- 
17. 

Glossary of Telecommunications Terms (National Communications Systems, 1996) p 
A-7. - 

allowing, allows 

912.35, 193.1, 193.11, 193.15, 
193.19 

Patent Specifications 
'193 patent at 11:19-23 
'193 patent at 15:14-17 
'193 patent at 16:49-51 
193 patent at 34:13-19 
'193 patent at 75:1-5 

Extrinsic Sources 

The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), p. 50. 
Citations from Sources Designated bv Microsoft under PLR 4-2fb) 

w cosier s v^ouege uicnonary 01 Kanoom House (lyyi J, p. 38. 
Funk & Wagnalls Standard College Dictionary (1973-74), p. 39. 

arrangement 

Patent Specifications 


*"70 1 v*n*-A*>+ „i Lift If 

/ 1 \ patent at 3 : 1 0- 1 5 

721.34 

/zi patent at 4:jo-ou 


ill patent at io:->z-o4 


/zi patent at iy:z4-3z 


iy3 patent at i://-3o 


i7j patent at o.zi-z/ 


i7 j paient at iu.Hyo3 


* 1 01 notont of 1 1 ."3 0 A < 

iy3 paiem at i i.3o-4»> 


* 1 01 rtotont at 1 1 .^lO <7 

iyj paient at 1 1 ,*tyo3 


4 1 0*5 riQt^nt -at 10**^1 <1 

lyj paient at iz.ji -01 


* 1 01 notpnt nt 17*1 /I 

i y j paieni at 


i7j paieni at jh.ou-oo 


i7j paieni ax iy.j-y 


i yj pdicni at zu. j 1-0/ 


1 1 01 natpnt at 4 1 *1 1 71 

1 7j patent at *n .3 i -33 


iy^ patent at hj.jj.-j7 


'193 patent at 48:33-36 


'193 patent at 48:66-49:3 


'193 patent at 225:39-46 


4 193 patent at 226:43-53 


4 193 patent at 227:25-28 


4 193 patent at 230:45-50 


'193 patent at 236:25-29 
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Claim Term / Phrase 

InterTrust Evidence 


4 193 patent at 301:58-59 


Extrinsic S urces 


The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), p. 102. 


File Histories 


'721 File History, original claims 15-18 and 36-39 

aspect 

Patent Specifications 


i AAA . . * ^ A Af\ CC 

900 patent at 74:49-55 

900.155,912.8, 861.58, 683.2 

900 patent at 74 : 1 2- 1 7 

900 patent at 74:29-33 


900 patent at 77:15-19 


900 patent at 236:3-7 


4 193 patent at 83:30-32 


'193 patent at 95:27-30 


'193 patent at 103:14-20 


'193 patent at 121:35-37 


'193 patent at 125:39-41 


4 193 patent at 260:42-47 


* 193 patent at 340:40-43 


'861 patent at 6:24-29 


'861 patent at 17:3-6 


File Histories 


'900 File History, original claims 5-6. 


App. No. 09/342,899, 6/12/00 Office Action, p. 5 (citing USP 5,748,960 at 21:7-15). 

associated with 

Patent Specifications 


193 patent at 5:19-21 

912.8, 193.1, 193.11, 193.15, 

'193 patent at 12:40-43 

683.2 

'193 patent at 13:54-63 

'193 patent at 15:51-55 


'193 patent at 17:52-56 


193 patent at 18:36-42 


193 patent at 20:8-26 


193 patent at 22:20-25 


193 patent at 32:49-51 


193 patent at 33:26-30 


193 patent at 55:5-1 1 


193 patent at 55:39-51 


193 patent at 57:17-41) 


193 patent at 59:6-18 


193 patent at 65:66-66:5 


193 patent at 103:54-104:28 


193 patent at 149:46-54 


1V3 patent at 1 53:32- l!>4:4y 


'193 patent at 188:8-11 


'193 patent at 194:47-51 


'193 patent at 195:10-24 


'193 patent at 210:56-211:9 


'193 patent at 241:17-26 


'193 patent at 245:9-13 
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Claim Term / Phrase 

InterTrust Evidence 


'193 patent at 268:66-269:11 


'193 patent at 269:23-34 


*10^ nntpnt at ?Q?-A'*.A7 


'101 natpnt at 707*^1 -7Qfi- 1 
lyj palCIll al i7/ ,ul-i7o.Z 


J 7j palCUl al i77.Hv>n7 


MO^ natpnt at 1fi(\'AA ^1 
17J palCIll al JUu.*rf-Jl 


17J palCDl al juO.HO-JO 


'ASH natftit at 8*^4 37 
DOj palCIll al O.JH-j / 


*AR3 nafpnt at Q«^A_^fi 

ooj paiem ai y.jo-jo 


oo j patent at J u. l 


'683 patent at 24:5-13 


Do ^ patent at xo.iz-io 


*AR^ natent at 77-7A-7R 
UOj palCIll al Z. / .i*T"ZO 


*AC1 <rtat«»rtt of 1fY44 <A 

ooj patent ai ju.44-jo 


'683 natent at 37- 14.10 


4 AS 3 natAnt at ACi' 1 fl 1 ^ 

uoj paicm ai Hu. j 


ooj paiem ai ni.jo-oi 

; ; 

authentication 

ratent 2>Decitications 


iyj patent at 13, 35-3/ 

193.15 

iyj patent at o4:zy-3 / 

iyj patent at o/:jo-ou 


i y 3 patent at 1 1 j . 1 / -z 1 


iy3 patent at iz3:zl-oz 


MQl _ „* i£n.7j4 7£ 

iy3 patent at loU:24-zo 


iy3 patent at zUo.Do-oi 


iy3 patent at ziw.z-i i 


iy3 patent at zuq.z /-34 


'193 patent at 213:1-15 


'193 patent at 218:38-220:19 


iy3 patent at z3U.zz-z / 


iy3 patent at zjx.4/03 


iyj patent at Z3o.zi-xj 


lyj patent at zyu.4 /-oz 


* 1 Q*i notutit 11 0-77 7Q 

ty3 patent at 3 iy.z /-zy 


ooj patent at /.4Z-4j 


Ooj patent at o. 1 J-Z / 


4 AR1 notAnt at 1 fV 1 id 

Ooj patent at iu. 1-4 . 


'683 patent at 18:65-19:26 


'683 patent at 21:36-52 


*AC3 notant ot 7/V£^ 1 1 -Al 

Ooj patent at 3U.oj-31.o3 


'683 patent at 34:54-57 


'683 patent at 41:18-21 


oo3 patent at 48:32-30 


'683 patent at 49:1-17 


r He Histories 


*AR"^ Flip Hictrti-\/ 1 1 /I 7/OQ n-Ffir*» A ^t4rt« « 7 /Vitino T7Ct> ^ A 1 0 71 7 o+ 1 O y|0\ 

ooj rue nisiory, 1 1/ iz/yy ^jnice Action, p. / ^cinng uor j,4 iz, / 1 / at o: i y-4o). 


Citations from Sources Designated bv Micros ft under PLR 4-2fb) 


Tanenbaum, Modern Operating Systems (Prentice Hall, 1992), p. 189. 

authorization information. 

Patent Specifications 

authorized, not authorized 

4 193 patent at 3:3-9 


'193 patent at 167:8-11 
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Claim Term / Phrase 

InterTrust Evidence 

193.15, 193.19 

'193 patent at 167:55-59 
'193 patent at 21 1:39-212:7 
'193 patent at 214:42-48 
'193 patent at 215:59-216:5 
'193 patent at 220:47-52 
'193 patent at 223:57-60 
'193 patent at 254:40-44 

Filp TJ ictnripc 

Mr 1IC XliaiUI ICS 

USP 5,910,987 File History, 9/23/98 Office Action, p. 4. 
Extrinsic Sources 

The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), p. 120. 
Citations from Sources Designated bv Microsoft under PLR 4-2fb* 

Cooper, Computer & Communications Security: Strategies for the 1990s, p. 367. 
Laplante, Dictionary of Computer Science, Engineering and Technology (2001), p. 29. 
Microsoft Computer Dictionary, 2 nd ed. (Microsoft Press, 1994), p. 32. 
Microsoft Computer Dictionary, 3 rd ed. (Microsoft Press, 1997), p. 36. 

budget control; budget 
193.1 

Patent Specifications 
'193 patent at 22:47-52 
'193 patent at 50:18 
'193 patent at 5 1:44-45 
'193 patent at 57:51-54 
'193 patent at 58:26-34 
'193 patent at 58:38-59:37 
'193 patent at 130:58-131:52 
'193 patent at 132:7-26 
'193 patent at 132:55-65 
'193 patent at 133:12-13 
'193 patent at 133:45-59 
'193 patent at 142:41-61 
'193 patent at 143:10-28 
'193 patent at 143:38-144:31 
'193 patent at 150:63-66 
'193 patent at 152:44-47 
'193 patent at 172:14-48 
'193 patent at 172:61-174:33 
'193 patent at 173:21-177:53 
'193 patent at 182:7-14 
'193 patent at 182:22-30 
'193 patent at 384:67-185:1 
'193 patent at 220:20-40 

File Historip« 

App. No. 09/328,668, 9/1/00 Office Action, p. 4. 

USP 5,910,987 File History, 9/23/98 Office Action, p. 5. 

Extrinsic Sources 

The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), p. 249 

can be 

Extrinsic Soureps 
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Claim Term / Phrase 

InterTrust Evidence 


The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), pp. 159, 277. 

193.1 


capacity 

1) n f Art 4* CfiA/>ifiAQfi Anr 

x aieni opcciiicaiions 


'193 patent at 127:35-62 

683.2 

Extrinsic Sources 


The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), p. 283. 


Citations from Sources Designated bv Microsoft under PLR 4-2fb) 


Webster's College Dictionary of Random House (1991), p. 201. 


Random House Dictionary of the English Language: College Edition (1968), p. 200. 


Encyclopedia of Computer Science and Engineering, 2 nd ed. (Van Nostrand Reinhold, 


1983), pp. 208, 1519 

C IcELTlDgnUUSC 

raieni opcciiicaiions 


1 1 93 natent at 3-32-55 

193.19 

* 1 93 natent at 13-1 7-23 

17J pa l will ai i j. i f-£.j 

l 1Q3 natpnt at 9V99-94 


( 1 Q3 natpnt at 36- 1 S.4R 
17J UaLCJ.ll al jO. 1 j**tO 


4 10^ natent s»t 41 -R Q 
iyj pdicm al HI.O-7 


'193 natpnt at 47*37-49 


MQ3 natpnt at Sft*R-Q 


1 103 natpnt at SVS7-fifi 


MQ3 natpnt sat ^A*1/\-94 


M03 natpnt at 139-3S-37 


'103 natpnt at 161-66- 169-fiS 
17J palCIll al 1 0 1 .OU-1 OZ.OJ 


4 103 natpnt at 9^3-6^-9^4*1 
17J paLCIll al ZJj.Oj-iJH.l 


4 103 natpnt at 9SV33-^1 
iyj UalCIll al ^Jj ,jj*J l 


'193 patent at 267:40-42 


'193 patent at 268:29-31 


1 1 nat**nt at 96Q*^Q A*\ 


* 1 03 natpnt at 970*49 *aR 
1 20 palCIll al Z /U.HZ-Oo 


4 193 patent at 271:44-49 


'193 patent at 280:18-26 


iyj paieni ai zo*».DU-jy 


File Histories 


USP 6,427,140 File History, 3/30/01 Office Action, p. 3. 


USP 6,112,181 File History, 12/31/98 Office Action, p. 30. 


Citations from Sources Designated bv Microsoft under PLR 4-2(b) 


Encyclopedia of Computer Science and Engineering, 2 Bd ed. (Van Nostrand Reinhold, 


1983), p. 600. 

compares, comparison 

Patent SDecifications 


'900 patent at 195:9-12 

900.155 

'900 patent at 280:63-65 

'900 patent at 322:15-20 


Extrinsic Sources 


The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), p. 384. 


Citations from Sources Designated bv Micr soft under PLR 4-2(b) 
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Claim Term / Phrase 

InterTnist Evidence 


The New IEEE Standard Dictionary of Electrical and Electronic Terms (IEEE 1993) 
p. 221. 

Illustrated Dictionary of Computing, 2 nd ed. (Prentice Hall, 1992), p. 1 10. 

The American Heritage Dictionary of the English Language (1969), p. 271. 

Webster's College Dictionary of Random House (1991), p. 276. 

Funk & Wagnalls Standard College Dictionary (1973-74), p. 275. 

Random House Dictionary of the English Language: College Edition (1968), p. 273. 

Webster's Ninth New Collegiate Dictionary (Merriam-Webster, 1987), pp. 276-277. 

IBM Dictionary of Computing (McGraw Hill, 1994), pp. 124-125. 

component assembly 
912.8,912.35 

Patent Soeciflcations 
'193 patent at 25:54-26:9 
4 193 patent at 50:35-36 
'193 patent at 83:12-88:21 
•193 patent at 112:46-113:62 
'193 patent at 115:43-116:51 
4 193 patent at 133:43-45 
'193 patent at 138:33-37 
'193 patent at 159:61-160:8 
'193 patent at 169:62-170:4 
'193 patent at 171:39-42 
'193 patent at 247:58-64 
'193 patent at 250:21-34 
'193 patent at 260:36-47 

File Histories 

'912 File History, 9/22/98 Office Action, pp. 2-3 (citing USP 5,748,960); see also USP 
5,748,960 at 1 :33-67 and 1 6:32-4 1 . 

'912 File History, 6/24/98 Amendment, pp. 73-75. 

'912 File History, 12/24/97 Office Action, pp. 2-3 (citing USP 5,629,980; USP 
5,499,298; and USP 5,457,746); see also USP 5,629,980 at 9:6-1 1:29; USP 5,499,298 
at 6:46-8:23; and USP 5,457,746 at 10:8-67. 

App. No. 09/342,899 File History, 12/12/00 Amendment, p. 7. 
App. No. 09/342,899 File History, 12/13/01 Response, p. 3. 

contain, contained, containing 
683.2,912.8,912.35 

Patent Soeciflcations 

patent at i y: 
'193 patent at 58:48-58 

Extrinsic Sources 

The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), p. 406. 
Citations from Sources Designated bv Microsoft under PLR 4-2(b) 

Webster's College Dictionary of Random House (1991), p. 293. 
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Claim Term / Phrase 

InterTrust Evidence 


Random House Dictionary of the English Language: College Edition ( 1 968), p. 289. 


v^uc a ^umpuivi riij^raTiuiizi b L/i^xiviiaiy \iyyjj* p. y 

T7 — \ 

control (n.) 

r aieni dpeciiicauons 


i yj paiem ai j . i y-z** 

193.1,193.11,193.15, 193.19, 

ivo paienx ax o.33-*o 

891.1 

i yj patent ax / . i 3- i y 

lyj patent ax iu.00-1 1.15 


iy3 patent ax iz. 12-14 


1 yi patent at 1 3 .54-60 


lyj patent at 15:3-7 


i y 3 patent at 1 5 . i 5-2 l 


193 patent at 15:33-3o 


193 patent at 15:46-50 


193 patent at 17:15-21 


193 patent at 17:46-67 


193 patent at 18:29-42 


iy3 patent at iy: 13-32 


*1A1 ~« 1 1 . >l 1 CO 

iy3 patent at 22:47-5o 


«♦ 1C/IC <7 

iy3 patent at 25:48-52 


193 patent at 25:52-26:12 


iy3 patent at 28:19-44 


MAO _ a. _* 1 A.I 1 lO 

1 V3 patent at 29:2 1 -28 


193 patent at 30:62-65 


* i ai -* 11. in 1 a 

1 93 patent at 32:30-34 


* 1 ai «♦ 1 1 . 1 i i a 

1V3 patent at 33:1 1-19 


193 patent at 33:63-34:3 


193 patent at 34:30-37 


MAI j41.11 lO 

ly3 patent at 42:2 1-38 


iy3 patent at42:3y-43:l 


iy3 patent at 43.25-44:2 


*1fl'2 ma* a m» a* AA.1A <1 

iy3 patent at 44:34-52 


* 1 Q*5 ««*onf . < ,/)f.11 1 C 

iy3 patent at 45: 11-15 


MAI ********** „i K.TI 1/£ 

iy3 patent at 45:33-36 


MAI nt /lO.IQ H 

iy3 patent at 48:2y-35 


* 1 AI nA4a«* -i >4A,1 1 11 

iy3 patent at 4y.i 1-12 

- 

iy3 patent at 4y. 50-55 


iy3 patent at 53:53-5y 

-- 

MAI _ ofont -4. C/fi.l/C 11 

iy3 patent at 50.20-32 


• inn ci. 1*7 in 

iy3 patent at 57:27-36 


iy3 patent at 5 /.5 1-55 


iy3 paxenx ax jo.z/-34 


1 1 Ql nntomt n* CO- 1 1C 

1 y3 paxenx ax 5y . 1 -25 


iy3 paxenx ax / i.zu-zd 


1 y3 paxenx ax / / .32-34 


iy3 paxenx ax / /.40-05 


iyo paxenx ax //.04-/0.3 


• 1Q1 n nt An t nf "70. O 

lyj paxenx ax /0.0-y 


'1 notonf nf 1 1 A.Cyl f C 

iyo paxenx ax 1 iu.540j 


1 yj pdlCIll ai 1 Z 1 . 1 jOi 


4 193 patent at 127:6-26 


'193 patent at 128:25-33 


4 193 patent at 129:52-60 


4 193 patent at 129:64-67 


4 193 patent at 130:26-29 


4 193 patent at 130:41 
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Claim Term / Phrase 

InterTrust Evidence 


4 193 patent at 131:33-50 


'193 patent at 131:59-132:18 


'193 patent at 135:49-58 


* 193 patent at 137:4-7 


193 patent at 148:59-149:7 


' 193 patent at 149:13-153:31 


193 patent at 169:5-13 


'193 patent at 174:15-177:53 


'193 patent at 182:43-44 


'193 patent at 217:40-42 


'193 patent at 242:7-53 


'193 patent at 243:28-37 


'193 patent at 245:9-14 


'193 patent at 247:30-51 


'193 patent at 247:61-248:8 


'193 patent at 258:53-55 


'193 patent at 264:16-19 


'193 patent at 264:40-49 


'193 patent at 268:62-64 


'193 patent at 271:58-61 


'193 patent at 276:10-17 


'193 patent at 280:49-58 


'193 patent at 284:22-26 


'193 patent at 293:24-29 


'193 patent at 293:64-294:1 


'193 patent at 297:61-298:2 


'193 patent at 298:54-62 


'193 patent at 301 :66-302:2 


'193 patent at 314:58-64 


'193 patent at 315:52-60 


File Histories 


'193 File History, 12/20/96 Office Action, pp. 2-3. 


'193 File History, 6/20/97 Response, pp. 23-25. 


'193 File History, 6/7/00 Office Action, pp. 2-4 (citing USP 4,595,950); see also USP 


4,595,950 at 4:4-18; 4:28-33; 4:38-54; 4:64-5:20; 5:35-58; 6:38-65; 7:5-41; 8:48-57; 


9:1-39; 9:54-66; and 12:29-13:33. 


'900 File History, 8/27/98 Office Action, pp. 3-4 (citing USP 5,048,085 at 2:41-46). 


'891 File History, 12/20/96 Office Action, pp. 2-3 


USP 5,915,019 File History, 7/28/97 Office Action, pp. 2-3 (citing USPs 5,638,443; 


5,563,946; USP 5,509,070; and 5,504,818); see also USP 5,638,443 at 10:61-1 1:67; 


USP 5,563,946 at 8:27-58 and 9:25-39; USP 5,509,070 at 7:10-8:9; and USP 


5,504,818 at 6:33-67. 


USP 5,915,019 File History, 4/15/98 Office Action, pp. 3-4 (citing USP 5,31 1,591); 


see also 5,31 1,591 at 2:14-46; 11:4-10; and 12:7-20. 


USP 6,389,402 File History, 3/15/00 Office Action, p. 2. 


09/328,668 File History, 9/1/00 Office Action, p. 4. 


USP 5,910,987 File History, 9/23/98 Office Action, p.4 (citing USP 5,412,717 at 9:33- 


57); see also USP 5,412,717 at 2:24-26; 5:3-7; and Figs. 2 and 3(c). 
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Claim Term / Phrase 

InterTrust Evidence 


USP 6,363,488 File History, 12/19/00 Office Action, p. 2-4 (citing USP 4,658,093); 
see also USP 4,658,093 at 4:48-63, and Abstract). 

USP 6,237,786 File History, 7/17/00 Office Action, pp. 2-3 (citing USP 4,827,508); 
see also USP 4,827,508 at 8:61-9:2; 9:32-36; 19:8-26; and 21:39-55). 

Uor o,ii2,ioi rue riistory, iz/ji/yo vjmce s\cnon, p. ih \ciung uor j,/hu,dh7 at 
16:45-54). 

USP 5,949,876 File History, 7/18/97 Office Action, pp. 2-3 (citing USP 5,504,837 at 
7:48-8:44; USP 5,508,913 at 3:56-4:1 1; and USP 5,260,999 at 42:63-43:20 and 45:18- 
30). 

controlling, control (v.) 
861.58,193.1 

Patent Specifications 
'193 patent at 15:46-50 
4 193 patent at 33:26-30 
4 193 patent at 62:58-60 
'193 patent at 63:39-44 
4 193 patent at 64:55-58 
'193 patent at 65:35-38 
'193 patent at 68:46-49 
'193 patent at 68:51-53 
'193 patent at 76:37-41 
'193 patent at 77:48-57 
'193 patent at 128:41-46 
'193 patent at 139:60-140:1 
'193 patent at 159:23-26 
'193patentat 172:51-55 
'193 patent at 174:15-29 
'193 patent at 241:17-26 
'193 patent at 268:29-31 
'193 patent at 273:42-46 
'193 patent at 288:11-12 
'193 patent at 296:13-14 

'683 patent at 24:33-39 
'683 patent at 27:22-24 

File Histories 

'683 File History, 1 1/12/99 Office Action, p. 13. 
USP 6,389,402 File History, 12/6/00 Office Action, p. 3. 
USP 6,363,488 File History, 12/19/00 Office Action, p. 2. 
USP 6,427,170 File History, 3/3/01 Office Action, p. 4. 
Extrinsic Sources 

The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), pp. 410, 784. 
v^iiduuu& irum jourLca ucsignaiciJ uv iTinrusuii unuer r la *?■- *tDj 

Laplante, Dictionary of Computer Science, Engineering and Technology (2001), p. 
104. 

Webster's College Dictionary of Random House (1991), p. 297. 
Funk & Wagnalls Standard College Dictionary (1973-74), p. 295. 
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Claim Term / Phra^p 

V>1BI11I A Kri. 111 / M. Ill A3C 

1 ntPfXnict 1? viHonrck 


Random House Dictionary of the English Language: College Edition (1968), p. 293. 


Webster's Ninth New Collegiate Dictionary (Merriam- Webster, 1987), p. 285. 

copied file 

Potent CtuM*ifioatinnc 


MQ7 *\r\ ****** n* T>C.^T Af\ 

ivi patent at 3z!>:iz-4U 

193.11 

bee Digital File; Copy; Copy Control 


— ; 

copy, copied, copying 

Patent Specifications 


193 patent at 20:36-43 

193.1, 193.11, 193.15, 193.19 

1 93 patent at 23 : 1 0- 1 5 

193 patent at 25:18-24 


4 1 93 patent at 26:59-67 


' 193 patent at 28:19-23 


4 193 patent at 37:27-36 


* 193 patent at 37:59-64 


*193 patent at 48:29-35 


4 193 patent at 53:60-62 


4 1 93 patent at 57:67-58:3 


4 1 93 patent at 80:40-48 


'193 patent at 109:15-22 


4 193 patent at 131:10-17 


4 193 patent at 131:65-132:1 


4 193 patent at 143:14-18 


4 1 93 patent at 1 59:24-26 


4 193 patent at 1 67:63-67 


4 193 patent at 194:14-19 


'193 patent at 226:1 1-16 


4 193 patent at 264:29-49 


4 193 patent at 279:3-9 


4 193 patent at 288:46-52 


4 193 patent at 319:12-15 


4 193 patent at 323:50-324:7 


Extrinsic Sources 


Personal Computer Dictionary (1995), p. 47. 

- 


The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), p. 416. 


Webster's New World Dictionary of Computer Terms, 6 th Edition (1997), p. 118. 


Microsoft Computer Dictionary, 3 rd ed. (Microsoft Press, 1997), p. 120. 


Citations from Sources Designated bv Microsoft under PLR 4-2C b) 


Dictionary of Scientific and Technical Terms, 5 th ed. (McGraw-Hill, 1994), p. 461. 


See Copied File 

copy control 

Patent Soecifications 


4 193 patent at 38:4-9 

193.1 

4 193 patent at 48: 12-35 


'193 patent at 65:24-38 


'193 patent at 68:51-61 
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Claim Term / Phrase 

InterTrust Evidence 


193 patent at 72:1-9 


193 patent at 133:39-50 


193 patent at 162:10-15 


193 patent at 167:41-43 


193 patent at 220:28-40 


193 patent at 226:1 1-16 


' 193 patent at 237:34-47 


4 193 patent at 252:5 1-58 


' 193 patent at 264:28-57 


'193 patent at 278:9-25 


'193 patent at 316:16-317:19 


'193 patent at 322:46-323:7 


'193 patent at 325:32-40 

data item 

Patent Specifications 


'193 patent at 9:27-31 

891.1 

*193 patent at 58:48-57 

'193 patent at 67:56-57 


'193 patent at 126:8-52 


'193 patent at 312:63-66 


Extrinsic Sources 


Wyatt, Computer Professional's Dictionary (Osborne McGraw-Hill, 1990), p. 101. 


Microsoft Computer Dictionary, 3rd ed. (Microsoft Press, 1997), p. 131. 


Citations from Sources Designated bv Microsoft under PLR 4-2fb) 


Microsoft Computer Dictionary, 2 nd ed. (Microsoft Press, 1994), pp. 107-108. 


Microsoft Computer Dictionary, 3 rd ed. (Microsoft Press, 1997), p. 130. 


McNulty, Security on the Internet, Statement Before the Subcommittee on Science, 


Committee on Science, Space, and Technology, U S House of Representatives (Mar. 


22, 1994), p. 9 ("Data Integrity - Verification that the contents of a data item (e.g., 


message, file, program) have not been accidentally or intentionally changed in an 


unauthorized manner"). 

derive, derives 

Patent Specifications 


'900 patent at 73:38-42 

900.155 

'900 patent at 74:36-42 

'900 patent at 75:30-36 


'900 patent at 75:41-49 


'900 patent at 245:25-39 


'900 patent at 247:4-12 


'900 patent at 247:20-26 


Extrinsic Sources 


The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), p. 504. 


Citations from Sources Designated bv Microsoft under PLR4-2(b) 


Webster's College Dictionary of Random House (1991), p. 365. 


Funk & Wagnalls Standard College Dictionary (1973-74), p. 360. 


Random House Dictionary of the English Language: College Edition (1968), p. 358. 
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Claim Term / Phrase 

InterTrust Evidence 


See "Derives information from one or more aspects of said host processing 


* -A-J1 /f\f\f\ 1 CC\ 

environment (yUO. 1 55). 

descriptive data structure 

Patent Specifications 


'861 patent at 5:26-37 

861.58 

'861 patent at 5:57-6:7 


'861 patent at 6:8-10 


'861 patent at 6:19-23 


'861 patent at 6:24-31 


'861 patent at 6:38-47 


'861 patent at 7:42-9:63 


'861 patent at 10:49-61 


'861 patent at 11:15-24 


'861 patent at 11:25-47 


'861 patent at 11:58-12:5 


'861 patent at 13:41-14:12 


'861 patent at 14:13-29 


'861 patent at 15:21-34 


'861 patent at 16:11-31 


'861 patent at 17:13-31 


'861 patent at 17:35-53 


'861 patent at 17:61-18:5 


File Histories 


861 File History, 6/25/98 Office Action, p. 3 (citing USP 5,537,526); see also USP 


5,537,526 at 7:9-67; 10:12-39 and 16:10-20. 


USP 6,138,1 19 File History, 4/26/00 Office Action, p. 9. 

designating 

Patent Specifications 


'721 patent at 7:66-8:2 

721.1 

'193 patent at 103:11-20 

'193 patent at 150:30-33 


'193 patent at 154:64-155:6 


' 1 93 patent at 246:64-66 


'193 patent at 277:56-278:16 


'193 patent at 280:1-4 


Extrinsic Sources 


The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), p. 506. 

device class 

File Histories 


'721 File History, 4/13/99 Amendment, p. 14. 

721.1 



Citations from Sources Designated bv Microsoft under PLR 4-2(b) 


The American Heritage Dictionary of the English Language (1969), p. 248. 


Webster's College Dictionary of Random House (1991), pp. 250-251, 370. 


Funk & Wagnalls Standard College Dictionary, (1973-74), p. 251. 

digital file 

Patent Specifications 


'193 patent at 45:66-46:3 
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Claim Terra / Phrase 

InterTrust Evidence 

193.1, 193.11, 193.15, 193.19 

'193 patent at 123:66-67 


'lino * . .. _ A y £ c *\ c t n 

193 patent at 165:25-30 


'193 patent at 167:33-35 


'193 patent at 258:30-43 


Extrinsic Sources 


Microsoft Computer Dictionary, 3rd ed. (Microsoft Press, 1997), p. 194. 


Citations from Sources Designated bv Microsoft under PLR 4-2fb) 


Encyclopedia of Computer Science and Engineering, 2 nd ed. (Van Nostrand Reinhold, 


1 AO^\ _ Af\A 

1983)^.494. 


Hurt et al., Computer Secunty Handbook, 2d ed (Macmillan, 1988), p. 21 8. 

digital signature, digitally signing 

Patent Specifications 


'721 patent at 4:32-35 

1*} 1 1 

'721 patent at 4:64-5:5 

*721 patent at 6:5-15 


'721 patent at 6:42-52 


'721 patent at 7:1 1-18 


'721 patent at 7:47-57 


*721 patent at 10:56-59 


'721 patent at 10:60-64 


'721 patent at 12:67-13:3 


'721 patent at 14:61-15:16 


'721 patent at 15:31-34 


Extrinsic Sources 


Dictionary of Information Technology, 3d ed. (Van Nostrand Reinhold, 1989) 


Citations from Sources Designated bv Microsoft under PLR 4-2fb) 


Russell et al., Computer Security Basics (O'Reilly & Associates, 1991), p. 410. 


Microsoft Computer Dictionary, 3 rd ed. (Microsoft Press, 1997), p. 145. 


Garfmkel et al., Practical Unix Security (O'Reilly & Associates, 1991), p. 122. 


Neumann, Computer Related Risks (ACM Press, 1995), p. 345. 

entity's control 

Patent Specifications 


'193 patent at 127:41-45 

891.1 

'193 patent at 128:61-65 

'193 patent at 203:42-45 


'193 patent at 267:34-42 


193 patent at 277:42-46 


patent at 281:3 6-39 


See Control 

environment 

Patent Snecifications 


'193 patent at 13:27-29 

912.35, 900.155, 891.1,683.2, 

'193 patent at 17:1-6 

721.34 

'193 patent at 18:34-36 


'193 patent at 25:39-43 
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Claim Term / Phrase 

InterTrust Evidence 


'193 patent at 36:26-29 


'193 patent at 49:3-6 


'193 patent at 49:15-17 


'193 patent at 52:66-53:5 


'193 patent at 69:33-35 


'193 patent at 72:34-39 


'193 patent at 73:40-42 


'193 patent at 83:43-48 


'193 patent at 100:10-16 


'193 patent at 106:56-62 


'193 patent at 141:43-45 


'193 patent at 278:45-51 


'900 patent at 245:23-39 


'683 natent at 4V28-2Q 


'721 patent at 1:21-28 


'721 patent at 6:5-8 


'721 natent at 6-66-7*7 


Extrinsic Sources 


Webster's New World Dictionary of Computer Terms, 6 th Edition (1997), p. 178. 


Microsoft Computer Dictionary, 3rd ed. (Microsoft Press, 1997), p. 178. 

executable prograniniing, 

Patent SneriflratinnQ 

executable 

'193 patent at 25*39-48 


'193 natent at 25*57-60 

912.8, 912.35, 721.34 

* 1 93 Datent at 29*24-25 

'193 Datent at 73*30-31 


'193 Datent at 76*60-67 


'193 patent at 77:32-36 


'193 patent at 77:50-55 


'193 oatent at 78*6-7 


'193 patent at 83:12-18 


'193 patent at 83:43-48 


'193 patent at 86:41-56 


'193 patent at 110:60-111:8 


'193 patentat 111:9-16 


'193 patentat 111:20-34 


'193 patent at 126:30-31 


'193 patent at 136:52-55 


'193 patent at 140:7-11 


'193 patent at 141:42-56 


'721 patent at 1:21-28 


'721 patent at 5:34-39 


'721 patent at 8:24-28 


'912 patent at 329:16-24 


File Histories 


'721 File History, 4/13/99 Amendment, p. 14. 


Extrinsic Sources 


Microsoft Computer Dictionary, 3 rd ed. (Microsoft Press, 1997), p. 182. 
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Claim Term / Phrase 

InterTrust Evidence 


Citati ns from S urces Designated bv Micr soft under PLR 4-2(b) 


jsjoi, ine wnoie internet, user s uuiae ana catalog (U Keilly, 1992), p. 69. . 


IBM Dictionary of Computing (McGraw Hill, 1994), p. 250. 


Microsoft Computer Dictionary, 2 nd ed. (Microsoft Press, 1 994), p. 1 53. 


Encyclopedia of Computer Science and Engineering, 2 nd ed. (Van Nostrand Reinhold, 


I983),p. 1229. 

execution space, execution space 

Patent Specifications 

identifier 

193 patent at 69:14-22 


193 patent at 69:33-35 

912.8 

193 patent at 70:43-44 

193 patent at 75:38-42 


193 patent at 87:35-38 


193 patent at 88:38-43 


193 patent at 104:39-44 


4 193 patent at 105:55-57 


4 193 patent at 106:38-43 


193 patent at 107:31-47 


493 patent at 107:63-108:7 


4 193 patent at 109:27-33 


193 patent at 1 13:53-62 


193 patent at 140:15-141:1 1 


'912 patent at 327:59-61 


4 912 patent at 327:65-67 


'721 patent at 3:16-19 


'721 patent at 4:5 1-54 


'721 patent at 5:1-5 


'721 patent at 8:34-40 


File Histories 

— . — 

721 File History, 4/19/99 Amendment, p. 14. 

governed item 

Patent Specifications 


ooJ patent at 24:33-39 

683.2 

oo3 patent at 27:22-24 


1^3 patent at 9:27-31 


iyj patent at l j:4oou 


1V3 patent at 33:26-30 


iyj patent at 58:48-57 


lyo patent at 63:39-44 


l y3 patent at o/:5o-5 / 


* 1 93 Datent at 76-^7-4 1 


'193 patent at 126:8-52 


'193 patent at 128:41-46 


4 193 patent at 139:60-140:1 


4 193 patent at 159:23-26 


4 193 patent at 172:51-55 


4 193 patent at 174:15-29 


17 


Claim Term / Phrase 

InterTrust Evidence 


'193 patent at 241:17-26 
'193 patent at 273:42-46 
'193 patent at 288:11-12 
'193 patent at 296:13-14 
'193 patent at 312:63-66 

File Histories 

'683 file history, 1 1/12/99 Office Action, p. 13. 
USP 6,389,402 File History, 12/6/00 Office Action, pp. 2-3. 
USP 6,363,488 File History, 1 2/19/00 Office Action, p. 2. 
USP 6,427,170 File History, 3/3/01 Office Action, p. 4. 
Extrinsic Sources 

Wyatt, Computer rrotessionai s uicnonary jusoorne jvicuraw-nni, lyyvj, p. 
Microsoft Computer Dictionary, 3rd ed. (Microsoft Press, 1997), p. 131. 
The American Heritage Dictionary, 3d ed (Houghton Mifflin, 1992), p. 784. 
Citations from Sources Designated bv Microsoft under PLR 4-2fb) 

Microsoft Computer Dictionary, 2 nd ed. (Microsoft Press, 1994), pp. 107-108. 

Microsoft Computer Dictionary, 3 rd ed. (Microsoft Press, 1997), p. 130. 

McNulty, Security on the Internet, Statement Before the Subcommittee on Science, 
Committee on Science, Space, and Technology, U S House of Representatives (Mar. 
22, 1994), p. 9 ("Data Integrity - Verification that the contents of a data item (e.g., 
message, file, program) have not been accidentally or intentionally changed in an 
unauthorized manner"). 

halting 
900.155 

Patent Specifications 
'900 patent at 154:34-40 

Extrinsic Sources 

The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), p. 816. 
fitatirmc frnm QmtrrAc Tkpcionatpri hv Microsoft under PLR 4-2fb) 

Dictionary of Scientific and Technical Terms, 5 th ed. (McGraw-Hill, 1994), p. 898. 
The American Heritage Dictionary of the English Language (1969), p. 595. 
Dictionary of Computing, 3 rd ed. (Oxford, 1990), p. 201 . 

Knct rtrni^pccino pnvirnnmptit 
IlUal UiUvtDMiij^ cii v Lt uii_iiit-i.il 

Patent So ecifi cations 

'900 patent at 21:1-17 

900.155 

'900 patent at 49:3 1-48 

'900 patent at 78:30-40 


'900 patent at.87:32-46 


'900 patent at 96:6-18 


'900 patent at 112:2-27 


4 900 patent at 112:48-52 


'193 patent at 13:7-23 


•193 patent at 21:5-25 
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Claim Term / Phrase 

InterTrust Evidence 


4 193 patent at 76:63-67 
'193 patent at 79:30-46 
'193 patent at 79:60-81:12 
'193 patent at 83:47-48 
'193 patent at 88:31-43 
'193 patent at 104:39-64 
'193 patent at 105:25-39 
'193 patent at 203:63-65 
'193 patent at 225:43-46 

'683 patent at 20:16-19 
'683 patent at 29:50-30:3 

identifier, identify, identifying 

193.11, 193.15,912.8,912.35, 
861.58 

Patent Soecifications 
'193 patent at 25:31-38 
'193 patent at 68:22-25 
'193 patent at 85:59-63 
'193 patent at 88:31-43 
'193 patent at 131:33-45 
'193 patent at 135:54-58 
'193 patent at 140:35-50 
'193 patent at 207:27-35 
'193 patent at 233:35-41 
'193 patent at 268:28-42 
'193 patent at 270:12-21 
'193 patent at 280:58-66 
'193 patent at 298:45-54 

Extrinsic Sources 

The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), p. 896. 
Citations from Sources Designated bv Microsoft under PLR 4-2fb) 

Cooper, Computer & Communications Security: Strategies for the 1990s, p. 375. 

Glossary of Telecommunications Terms (National Communications Systems, 1996), p. 
I-l. 

including 

193.1 (at 320:63, and 321:3); 
193.19 (at 324:15); 

912.8 (at 327:36,39, and 41); 
912.35 (330:35 and 39); 
861.58 (at 26:53 and 63); and 

683.2 (at 63:60). 

Patent Specifications 
'193 patent at 58:48-53 
'193 patent at 126:62-65 
'193 patent at 133:62-134:14 
'193 patent at 136:53-56 

Extrinsic Sources 

The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), p. 913 
Citations from Sources Designated bv Microsoft under PLR 4-2fb) 

Webster's College Dictionary of Random House (1991), p. 680. 

Funk & Wagnalls Standard College Dictionary (1973-74), p. 680. 

Random House Dictionary of the English Language: College Edition (1968), p. 673. 

Webster's Ninth New Collegiate Dictionary (Merriam-Webster, 1987), p. 609. 


19 


Claim Term / Phrase 

InterTrust Evidence 

information previously stored 
900.155 

Patent Specificati ns 
'900 patent at 239:15-55 
'900 natent at 240-3 1 -34 

Citations from Sources Designated bv Microsoft under PLR 4-2fb* 

The American Heritage Dictionary of the English Language (1969), p. 1038. 
Webster's College Dictionary of Random House (1991), pp. 691, 1070. 

integrity prograrnming 
900.155 

Patent Specifications 
'900 patent at 228:28-39 
'900 patent at 231:23-31 
'900 patent at 233:8-15 
'900 patent at 236:11-13 
'900 patent at 236:31-38 
'900 patent at 236:31-237:53 
yyjv patent at zjy.4-z4U:o 
'900 patent at 240:16-42 
'900 patent at 243:29-41 
'900 patent at 243:63-244:43 
'900 patent at 246:52-247:57 

Citations from Sources Designated bv Microsoft under PLR 4-20rt 

i ne ixew iniin oianaara uicuonary 01 .electrical ana hlectronic 1 erms (IEEE, 1993), 
pp. 304, 663. 

Russell et al., Computer Security Basics (O'Reilly & Associates, 1991), p. 414. 
Neumann, Computer Related Risks (ACM Press, 1995), p. 2. 

key 
193.19 

Patent Specifications 
'193 patent at 12:35-39 
'193 patent at 22:1-14 
'193 patent at 49:3-4 
'193 patent at 59:16-18 
'193 patent at 67:26-31 
'193 patent at 119:17-18 
'193 patent at 129:30-35 
'193 patent at 143:6-9 
'193 patent at 200:1-9 
'193 patent at 200:25-58 
'193 patent at 201:50-55 
'193 patent at 202:38-51 
'193 patent at 207:50-60 
'193 patent at 21 1:18-20 
'193 patent at 21 1:30-216:21 

Extrinsic Sources 

Mambo et al., A Tentative Approach to Constructing Tamper-Resistant Software, pp. 
23-24. 

Parks, Microsoft Corporation, Microsoft® Windows Media™ Device Digital Rights 
Manager v7.1 (WM D-DRM): Overview And Design (WinHEC 2002 Presentation) 
slide 21. 

Davies, Security For Computer Networks: An Introduction to Data Security in 
Teleprocessing and Electronic Funds Transfer, Second Edition, (1984), p 1 13 


20 


Claim Term / Phrase 

InterTrust Evidence 


Howard et al., Writing Secure Code, Microsoft Press (2002), p. 175 

Europay International S. A., MasterCard International Incorporated, and Visa 
International Service Association, Integrated Circuit Card Specification for Payment 
Systems (June 30, 1996), Page E-3 

The International Telegraph And Telephone Consultative Committee, Security 
Architecture For Open Systems Interconnection For Ccitt Applications, (1991), p.5 

Ehrsam et al., A cryptographic key management scheme for implementing the Data 
Encryption Standard, IBM Systems Journal 17, No. 2, 106-125, pp. 128-130. 

Banking - Personal Identification Number management and security - Part 1 : PIN 
protection principles and techniques (International Organization of Standardization, 
ISO 9564-1 1991-12-15, First Edition) pp. 3 and 20. 

USP 4,168,396 (Best) at 2:7-9 

USP 5,509,070 (SchuU) at 15:1-12 

http://msdn.inicrosoft.com/lib 

us/security/security/diffie_hellman_keys.asp (Oct. 2002) 

Diffie and Hellman, New Directions in Cryptography, IEEE Transactions on 
Information Theory, v.!T-22, n.6 (Nov. 1976), pp. 644-654. 

Schneier, Applied Cryptography, 2 nd ed. (Wiley, 1996), pp. 170-175, 189-211, 265- 
278,397-398,513-516, 

National Bureau of Standards, NBS FIPS PUB 81, DES Modes of Operation, US 
Department of Commerce (Dec. 1980). 

Telecom Glossary 2000, Technical Subcommittee on Performance and Signal 
Processing (American National Standard for Telecommunications, Feb. 2001), see 
entries for "derivation key," "key encrypting key pair," "key production key," "variant 
of a key," "key encrypting key," "master key," "linear key," "key type," "seed key." 
On the web at http://www.atis.org/tg2k/_derivation_key.html et seq. 

Citations from Sources Designated bv Microsoft under PLR 4-2fb) 

National Information System Security (INFOSEC) Glossary, NSTISSI No. 4009 (Sept. 
2000), p. 32. 

Glossary of Telecommunications Terms (National Communications Systems, 1996), 
pp.K-l,K-2,M-15. 

Shirey, Internet Security Glossary, Network Working Group, RFC 2828 (May 2000), 
p. 49. 

Freedman, The Computer Glossary: The Complete Illustrated Desk Reference, 6 th ed. 
(ComDuter Laneuaee Cn 1Q92^ n 297 

Pfleeger, Security in Computing (Prentice Hall, 1989), p. 398. 

Cooper, Computer & Communications Security: Strategies for the 1990s (Intertext 
Publications/Multiscience Press, 1989), pp. 334-335. 
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Claim Term / Phrase 

InterTrust Evidence 

ioaa moauie 

r aicm dpecmcauuns 


' 1 01 natpnt at 17*1^ 71 
1 7J palCUl al 1 1 . 1 _>-Z 1 

912.8, 721.1 

* 1 01 natpnt at 1 R-7R-11 
I7J palCUl al lo.iO'jj 

M 01 natpnt nt 7 V 10-^.7 - 
JJalCiil al iJ.J7*Ji 


4 101 natpnt at 7S-S7-61 


MQ1 natpnt at 14*7£-17 
17J palCUl al Jt.iOO/ 


1 1 01 natpnt at ^/V£^ 
17j palCUl al ju.OJ 


* 1 01 natpnt at 7 1 • 7/L1 1 

i 50 patent ai m .zo- J i 


'1 01 nat*»nt at 77*7 1 7*. 

l y 3 paiem ai / / 1 j 


* 1 01 natpnt at 1 70 

i7j patent ai oj.zi-zy 


'193 patent at 86:36-60 


'193 patent at 110:60-67 


1 1 01 nofpnt of 111* ft ^ 

i7j patent at i i i.jy-oj 


* 1 01 natpnt at 1 7A- 1^11 

i7J patent ai izu.ij-ji 


i7j patent at ijd.jz-ou 


* 1 Ol nofont at 1 lO- 1 A 1 47-10 

iyj patent at i3y.i*t-i«*z.3o 


*193 patent at 151:19-22 


721 patent at 3:21-35 


721 patent at 4:5-y 


'721 patent at 4:22-42 


'721 patent at 5:26-39 


'721 patent at 14:39-60 


File Histories 


09/342,899 File History, 6/12/00 Office Action, p. 4 (citing USP 5,748,960 at 6:63- 


<C"7\. T TOT) C ~7AQ C\£.f\ «♦ 1 "2 CI. Q.1/1 1 O. 11. 1 C K, 1 /t ./< "7 CO. _ _ J 1 £.0"2 11 

o7); see also USr 5,74e,9oU at 1:33-52; y:14-lV; 11:15-25; 14:47-59; ana lo:23-32. 


ftQ/17fi ££Q Filo Uict/M-ir C/IA/fll riffle Antinn n A 

uy/3Zo,ooo rue riistory, j/io/ui L/iiice Acnon, p. *t. 


JtLxtrinsic Sources 

. ; 

Microsoft Computer Dictionary, 3rd ed. (Microsoft Press, 1997), p. 287. 

machine check programming 

— ; — 

Patent Specifications 


yuu patent at z3 1 :z3 -3 1 

900.155 

yuu patent at z33:o-15 


'900 patent at 236:1 1-13 


'900 patent at 236:31-237:53 


'900 patent at 239:4-240:6 


'900 patent at 240:16-42 


'900 patent at 243:29-41 


4 900 patent at 243:63-244:43 


'900 patent at 246:52-247:57 

rt**A«t«r» r A/>nrA ^/>T*f"*i more 

opening secure containers 

rateni suecincations 


*Afi1 notAnt at 5-7C 11 

ooj patent at o.Zo-31 

683.2 

'683 patent at 9:59-61 

'683 patent at 13:6 


*AR1 natpnt at 1 C -£*7 1 f^'A 

Ooo paiem at i5.o/-io. £ t 


'681 natent at 1R-47-4Q 

UOJ JJ a It'll I al JO.Ha^t7 


'683 patent at 42:34-52 


'683 patent at 49:31-38 


'683 patent at 56:17-25 


4 193 patent at 183:24-25 


'193 patent at 184:6-22 
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Claim Term / Phrase 

InterTrust Evidence 


i y j patent at l o j . i i - 1 z 


*1Q^ natpnt at 


Citations from SoiirrM De^iunateri hv lVTicrncnff iinrtpr PI -11 4-2fh^ 


Encyclopedia of Computer Science and Engineering, 2 nd ed. (Van Nostrand Reinhold, 


1983), p. 1051. 

operating environment 

Patent Specifications 


*1Q1 niton* at IA.^1 A 1 

xy^ paieni at /-*♦ j 

891.1 


* 1 0^ natpnt nt fiV 1 17 


TT vt"T*i nci** QnurPAG 


weosier s i\ew wono uicnonary oi L-ompuier i erms, o ea. {ly? /), p. 3 /u. 

organization, organization 

Patent Specifications 

information, organize 

'861 patent at 5:57-6:7 


ool patent at 7:54-58 

861.58 

50 1 patent at 10:38-53 

Sol patent at 14:14-29 


oo 1 patent at 28:34-43 


oo 1 patent, Abstract 


lyj patent at 33.43-4V 


'193 patent at 103:23-32 


193 patent at 127:17-19 


iyj paieni ai zjz.oj-zjj.x 


i paieni at z /*k dh-jo 


' 1 93 Datent at 294*4 1 -45 


' 4 natpnt at 70? -7-1 9 


iyo patent at ouy.4-y 

portion 

TD A.4 AW* 4 CnAMlfS A A A A 

ratent specifications 


'193 patent at 23:66-24:2 

193.1, 193.11, 193.15, 193.19, 

4 193 patent at 24:41-43 

912.8,912.35, 861.58 

193 patent at 46:22-24 

'193 patent at 59:34-37 


'193 patent at 128:49-55 


193 patent at 226:14-16 


'193 patent at 299: 19-31 


Extrinsic Sources 


1 ne American rientage Dictionary, 3d ea. (riougnton Mililin, 1992), p. 1412. 


Citations from Sources Designated bv Microsoft under PLR 4-2(b) 


Webster's Colleee Dictionarv of Random House n 1052 


Funk & Wagnalls Standard College Dictionary (1973-74), p. 1052. 

nrevents 

Patent StiecifiratinnQ 


'721 patent at 6:56-62 

721.34 



Extrinsic Sources 


The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), p. 1436, 


Citations from Sources Designated bv Microsoft under PLR 4-2fb) 
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InterTrust Evidence 


Webster's College Dictionary of Random House (1991), p. 1070. 


Random House Dictionary of the English Language: College Edition (1968), p. 1050. 

processing environment 

Patent Specifications 


i yj paienx ai i j. i /-zj 

912:35, 900:155, 721:34, 683.2 

'193 patent at 75:65-76:9 

'193 patent at 79:36-39 


721 patent at 1:21-28 


File Histories 


USP 5,915,019 File History, 4/15/98 Office Action, p. 4. 


Extrinsic Sources 


Microsoft Computer Dictionary, 3rd ed. (Microsoft Press, 1997), p. 383. 


Citations from Sources Designated bv Microsoft under PLR 4-2(b) 

_ . . 

IBM Dictionary of Computing (McGraw Hill, 1 994), p. 533. 

protected processing environment 

— — — : — 

Patent Specifications 

// 1 :3*», Oo3.z 

i yj patent at 13: /-14 


lyj patent at 13: 1 1-2.5 


lyo patent at /y:z4-o3:y 


iy3 patent at 1U5: 15-41 


iy3 patent at z23:3U-22;>:iy 


'193 patent at 226:43-57 


'193 patent at 277:26-32 


iy3 patent at i /o,4j-oo 


lyj patent at zo3:44-4o 


'193 patent at 291:39-49 


'193 patent at 298:9-10 


i yj patent at 3 i o. 10 


'683 patent at 12:59-61 


683 patent at 16:60-62 


'683 patent at 29:5 1-30:3 


*791 risitpnt at 3-1 £ 01 

/ z i paicm ai j . i o-z 1 


'721 patent at 8:33-40 


File Histories 


'721 File History, 4/13/99 Amendment, p. 13. 

protecting 

Extrinsic Sources 


The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), p. 1456. 

683.2 


record ^n.^ 

Patent Specifications 


'193 patent at 134:54-58 

912.8,912.35 

'193 patent at 138:12-139:13 

'193 patent at 264:20-57 


'193 patent at 324:64-67 


File Histories 


'912 File History, 12/24/97 Office Action, pp. 2-3 (citing USP 5,629,980); see also 


24 


Claim Term / Phrase InterTrust Evidence 


USP 5,629,980 at 9:6-11:29. 

'912 File History, 6/24/98 Amendment, pp. 73-74. 

'912 File History, 9/22/98 Office Action, pp. 2-3 (citing USP 5,748,960); see also USP 
5,748,960 at 11:7-13 and 12:46-48). 

Extrinsic Sources 

Personal Computer Dictionary (1995), p. 149. 

Citations from Sources Designated bv Microsoft under PLR 4-2 fb) 

The New IEEE Standard Dictionary of Electrical and Electronic Terms (IEEE, 1993), 

p. 1087. 

Hurt et al., Computer Security Handbook, 2* 1 ed. (1987), p. 389. 

Telecommunications: Glossary of Telecommunications Terms (National 
Communications Systems, 1996), p. R-10. 

Hansen, The Dictionary of Computing and Digital Media: Terms and Acronyms 
(1999), p. 261. 

Dictionary of Scientific and Technical Terms, 5 th ed. (McGraw-Hill, 1994), p. 1664. 

Illustrated Dictionary of Computing, 2 nd ed. (Prentice Hall, 1992), p. 505. 

Laplante, Dictionary of Computer Science, Engineering and Technology (2001), p. 
410. 

Webster's New World Dictionary of Computer Terms, 4 th ed. (1992), p. 349. 

Longley et al, Information Security: Dictionary of Concepts, Standards and Terms 
(Stockton Press, 1992),p.437. 

IBM Dictionary of Computing (McGraw Hill, 1994), p. 561. 

Encyclopedia of Computer Science and Engineering, 2 nd ed. (Van Nostrand Reinhold, 
1983), p. 1272. 


required Extrinsic Sources 

The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), p. 1533. 

912.8, 861.58 

Citations from Sources Designated bv Microsoft under PLR 4-2(b) 

Random House Dictionary of the English Language: College Edition (1968), p. 1121. 


resource processed Patent Specifications 

'193 patent at 7:48-57 

g91 } '193 patent at 21:5-25 

'193 patent at 29:3-8 
4 193 patent at 38:60-39:8 
'193 patent at 40: 1-7 
'193 patent at 57:49-51 
'193 patent at 64:2-5 
'193 patent at 69:63-65 
'193 patent at 51:61 
'193 patent at 72:39-44 
'193 patent at 74:28-37 
'193 patent at 75:5-8 
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InterTrust Evidence 


4 1 03 rn»t*»«t at 1 C 3fk " 

iyj parent at /j.id-jU 


'103 natpnt at 7^ -47 -Al 


* 103 natpnt at 7/vfil 77-11 
iyD paLCUL al /0.01-//.1I 


4 1 03 natpnt at 77-^7 A3 


MQ3 natpnt at 7G*3£ 30 

i7j paieni ax /y.oo-oy 


'1 03 natpnt at 70- 
17J palCIll al /7.jU-j*t 


*103 natpnt at 7Q*/\A ffl 
I 7J palcul a I /y.O*f-D/ 


4 1 03 natpnt at Rfi-Q 17 


iyj> patent ai oU.ju-jj 


4 1 03 natpnt at C 1 • 1 4 10 

i 7j patent ai o i . i *+- j y 


4 1 03 natpnt at 8 1 • 3 1 3 C. 
l7j patent al o I .jZ-jj 


iyj> patent ai ob.j002 


4 103 rtotortt of DQ.^IO 

iyj patent at oy.4yoD 


'103 wotanf .t Afl.l 1 AC 

iyj patent at yu.3i-4o 


i y j patent at y i . 1 2-2 j 


* 1 03 nofortf of O/l . 1 A 10 

iy^ patent at y4.i4-io 


4 103 no font n4 lAA.^I It 

iyj patent at iuu:32-ii 


lyj patent at 100:46-34 


iyj patent at ioi::5o-42 


iy.5 patent at I04:4y-o2 


* 1 03 no^Ani n « 1 A/1. CO iCyl 

iyj patent at i04;Dy-64 


iyi patent at 1 OS: 1-4 


iy.5 patent at l4l:4y-55 


* 1 03 ■wsrk^tm* n* TA1 . yt *7 j4 H 

iyj patent at 201 :4 /-4y 


4 1 03 nq«an« at 1A1 .CI CO 

iyj patent at Zvi.j /os 


iyi patent at 241 :52-55 


iyj patent at 252:60-62 


iyj patent at 23o:4d-j2 


'193 patent at 276:53-58 


4 193 patent at 282:20-24 


193 patent at 283:23-28 


* 1 03 natpnt of *>C3-j4A AA 

lyj patent at Zod .40-44 


'193 patent at 284:16-28 


'193 patent at 313:3-18 


'193 patent at 314:33-39 


File Histories 


'891 File History, 12/20/96 Office Action, p. 2. 


USP 6,363,488 File History, 12/19/00 Office Action, p. 2. 

rule 

jraieni ^Deciiications 


4 AR3 notont ot A-1 1 "50 

ood patent at o. i i-zz 

861.58, 683.2 

'683 patent at 13:37-38 

'683 patent at 15:22 


'£513 natpnt at 74-7A 33 
OOj palCIll at ZH.ZQ-jj 


*/aR3 natpnt at A3 

oo o patent at 4j.oo-oo 


4 AR3 notpnt at 47*^7_^C 

ooj patent at a /.4/-40 


*6R3 natpnt at ^4*70 37 

uoo patent at j4.zyo / 


4 6R3 natpnt at ^^*73 *)f% 
Ooj paieni at jj.Zj-/0 


4 193 patent at 53:53-59 


4 193 patent at 59:1-5 


'193 patent at 149:24-40 


'193 patent at 241:11-14 


4 193 patent at 241:29-36 


1 193 patent at 242:9-61 
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InterTrust Evidence 


'193 patent at 243:4-7 


'193 patent at 243:57-62 


'193 patent at 253:9-30 


4 193 patent at 253:34-40 


'193 patent at 253:46-49 


'861 Datentat 1-53-60 


'861 patent at 2:13-36 


'861 patent at 6:19-23 


'861 patent at 15:66-16:9 


'861 natpnt at 1R-?fi-d4 

out pa i win ai io.aU-tt 


'861 patent at 20:38-51 


*861 DatenL Abstract 


File Histories 


'683 File Historv 11/15/QO Offirp Artinn nn A fWritmoTT^P ^ 41? "717 at 1fVfi 10V 


see also USP 5,412,717 at 2:24-48 and 12:24-44. 


USP 6,427,140 File History, 3/30/01 Office Action, pp. 3-4. 


USP 6,138,1 19 File History, 10/26/99 Office Action, p. 4. 


USP 6,138,1 19 File History, 4/26/00 Office Action, p. 9. 


App. No. 09/498,369, 5/30/02 Office Action, p. 3 (citing 5,765,152 patent at 4:61-5:4). 


USP 6,389,402 File History, 12/6/00 Office Action, pp. 2-3, 6 (citing USP 3,790,700 


and USP 5,629,980 at 23:37-42); see also USP 3,790,700 at 5:14-18, 35-46; and USP 


5,629,980 at 23:9-42. 

secure 

Patent Specifications 


'193 patent at 8:1-7 

193.1, 193.11, 193.15,912.35, 

'193 patent at 12:33-39 

861.58, 891.1,683.2, 721.34 

'193 patent at 13:54-57 

'193 patent at 17:33-37 


'193 patent at 17:67-18:5 


'193 patent at21:26 r 29 


'193 patent at 22:15-19 


'193 patent at 41:37-42 


'193 patent at 42:8-16 


'193 patent at 45:19-32 


'193 patent at 45:39-45 


'193 patent at 45:52-59 


'193 patent at 46:4-5 


'193 patent at 49:33-55 


'193 patent at 49:59-62 


'193 patent at 59:48-59 


'193 patent at 63:35-39 


'193 patent at 63:48-64:47 


'193 patent at 68:66-69:22 


'193 patent at 71:31-40 


'193 patent at 73:19-37 


'193 patent at 81:12-19 


'193 patent at 77:30-78: 18 


'193 patent at 80:22-81:19 


'193 patent at 83:44-48 


'193 patent at 84:60-85:2 


'193 patent at 87:33-66 
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InterTrust Evidence 


'193 patent at 88:36-43 
'193 patent at 125:60-64 
4 193 patent at 126:6-8 
4 193 patent at 126:30-32 
4 193 patent at 199:36-200:9 
'193 patent at 200:66-201:4 
4 193 patent at 203:58-204:2 
4 193 patent at 216:22-217:12 
4 193 patent at 221:1-37 
4 193 patent at 226:55-56 
4 193 patent at 233:25-30 
4 193 patent at 233:51-54 
4 193 patent at 238:46-65 

4 721 patent at 1:19-28 

File Histories 

App. No. 09/328,668, 5/16/01 Office Action, p. 2 (citing USP 5,388,21 1 at 5:35-40). 
4 683 File History, 1 1/12/99 Office Action, p. 1 1 . 
Extrinsic Sources 

Webster's New World Dictionary of Computer Terms, 6 th Edition (1997), p. 463. 
Citations from Citations from Sources Designated bv Microsoft under PLR 4-2(b) 

The New IEEE Standard Dictionary of Electrical and Electronic Terms (IEEE, 1993), 
p. 1181. 

Cooper, Computer & Communications Security: Strategies for the 1990s, p. 383. 

Freedman, The Computer Glossary: The Complete Illustrated Desk Reference 
(Computer Language Co., 1992), p. 460. 

Dictionary of Computing, 3 rd ed. (Oxford, 1990), p. 406. 

Encyclopedia of Computer Science and Engineering, 2 nd ed. (Van Nostrand Reinhold, 
1983), pp. 493-497. 

Landwehr, Formal Models for Computer Security, ACM Computer Surveys (Sept 3 
1981), pp. 247,253. 

Mullender, Distributed Systems, 2nd ed. (Addison- Wesley, 1993), p. 420. 

Hurt et al., Computer Security Handbook, pp. 75, 201, 218, 221, 292-93. 

Hoffman, Modern Methods for Computer Security and Privacy (Prentice-Hall, 1977), 
p. 170. 

Garfinkel et al., Practical Unix Security (O'Reilly & Associates, 1991), pp. 12-13. 
ixciuadun, v^ompuier Keiaiea kisks ^acm tress, lyyjj, pp. 2, 96. 
Tanenbaum, Modem Operating Systems (Prentice Hall, 1992), p. 182. 

secure container 

Patent Specifications 
'683 patent at 7:10-13 
4 683 patent at 9:59-61 
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InterTrust Evidence 

912.35, 861.58, 683.2 

'683 patent at 15:61-16:4 


'683 patent at 18:49-56 


'683 patent at 25:29-34 


'683 patent at 25:62-26:4 


'683 patent at 29:64-66 


'683 patent at 53:3-5 


'193 patent at 8:1-7 


'193 patent at 8:53-66 


'193 patent at 12:40-43 


'193 patent at 13:44-14:4 


'193 patent at 15:39-46 


'193 patent at 17:46-55 


'193 patent at 19:15-32 


'193 patent at 22:20-25 


'193 patent at 24:64-25:2 


'193 patent at 31:66-32:3 


'193 patent at 33:24-26 


'193 patent at 34:13-49 


'193 patent at 43:26-32 


'193 patent at 52:55-56 


'193 patent at 58:37-59:5 


'193 patent at 103:47-58 


*193 patent at 104:12-28 


'193 patent at 126:15-28 


'193 patent at 127:2-134:23 


'193 patent at 128:11-21 


'193 patent at 189:25-29 


'193 patent at 241:5-15 


'193 patent at 264:40-49 


'193 patent at 274:54-61 


'193 patent at 277:13-15 


'193 patent at 284:8-16 


'193 patent at 291:29-33 


'193 patent at 292:27-47 


'193 patent at 301:36-57 


'193 patent at 313:33-36 


'193 patent at 314:43-49 


'193 patent at 317:57-318:8 


'861 patent at 2:12-16 


'861 patent at 5:26-30 


'861 patent at 6:24-29 


Extrinsic Sources 


USP 5,634,019 at 7:34-49 


Microsoft Computer Dictionary, 3rd ed. (Microsoft Press, 1997), p. 1 15, 


File Histories 


oo j rue History, I i/ii/yy Unice Action, p. 4, 6, 12 (citing USP 5,412,717); see also 


USP 5,412,717 at 5:3-37. 


'861 File History, 6/25/98 Office Action, p. 5 (citing USP 5,537,526); see also USP 


5,537,526 at 15:63-16:25. 


USP 6,363,488 File History, 12/19/00 Office Action, pp. 3-4. | 
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Claim Term / Phrase 

lnterTrust Evidence 


USP 6,237,786 File History, 7/17/00 Office Action, pp. 2-3 (citing USP 4,817,508)- 
see also USP 4,817,508 at 8:61-9:2; 9:32-36; 19:8-26; and 21:39-55. 

09/764,370 File History, 1/18/01 Amendment, pp. 17-19. 

USP 6,427,140 File History, 3/30/01 Office Action, p. 3. 

09/819,063 File History, 9/27/00 Preliminary Amendment, pp. 21-22. 

09/498,369 File History, 5/30/02 Office Action, p. 3 (citing USP 5,765,152 at 4:61- 
5:4); see also USP 5,765,152 at Fig. 7D. 

USP 6,1 12,181 File History, 12/31/98 Office Action, p. 15 (citing USP 5,740,549 at 
16:45-54). 

USP 5,915,019 File History, 4/15/98 Office Action, pp. 3-4 (citing USP 5,31 1,591 at 

1 A A £\ 

J.. 

secure container governed item 
683.2 

Patent Specifications 
493 patent at 58:38-58 

secure database 
193.1, 193.11, 193.15 

Patent Specifications 
493 patent at 50:54-55 
493 patent at 51:1 1-40 
493 patent at 62:66-63:7 
493 patent at 69:56-62 
493 patent at 71:28-40 
493 patent at 72:14-25 
493 patent at 88:27-28 
493 patent at 90:16-20 
493 patent at 100:21-101:31 
493 patent at 157:24-30 
493 patent at 120:59-66 . 
493 patent at 123:64-125:2 
493 patent at 126:6-67 
493 patent at 142:67-143:46 
493 patent at 148:34-43 
493 patent at 153:33-154:49 
493 patent at 156:26-169:18 
493 patent at 205:60-64 
493 patent at 21 1:3-9 
493 patent at 215:34-43 
493 patent at 215:58-218:30 
493 patent at 226:26-42 

File Histories 

09/342 899 File Hi storv 6/12/Oft Offirp Artinn nn A < 

493 File History, 6/7/00 Office Action, p. 2 (citing USP 4,595,950); see also USP 
4,595,950 at 4:38-54; 8:52-68; and 14:49-15:11. 

'683 File History, 1 1/12/99 Office Action, pp. 5-6. 
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Claim Term / Phrase 

InterTrust Evidence 


'900 File History, 8/27/98 Office Action, p. 7 (citing USP 5,048,085 at 6:55-7:14). 


'900 File History, 12/9/97 Office Action, pp. 5, 10 (citing USP 5,655,077 at 3:60-67 


and USP 5,572,673); see also USP 5,655,077 at 4:24-59; and USP 5,572,673, Abstract. 


jLxinnsic sources 


Microsoft Computer Dictionary, 3 rd ed. (Microsoft Press, 1997), p. 129. 


wyatt, isomputer rroiessionaj s Dictionary jusDorne MCLrraw-riin, lyyuj, p. Vo. 


Citations from Sources Designated bv Microsoft under PLR 4-2fb) 


Encyclopedia of Computer Science and Engineering, 2 nd ed. (Van Nostrand Reinhold, 


1983), p. 441. 


Hansen, The Dictionary of Computing and Digital Media: Terms and Acronyms 


(1999), p. 74. 

secure execution space 

— — — — — — 

Patent Specifications 


/zi patent at o: 34-41 

721.34 



«offlT,* 0+ "7-1/1 1C 

/zi patent at /:14-Z5 


in patent at o:33-4U 

secure memory, memory 

Patent Specifications 


193 patent at 13:7-14 

193.1, 193.11, 193.15 

1 patent at 2 1 : 1 7-42 

* i o*j _ _ * _ a 11 . i c i ft 

193 patent at 22:15-19 


1V3 patent at 23:43-50 


193 patent at 32:15-21 


* 1 ft "5 _ _ * n 4 _a ,4 ft . 1 C 1*7 

193 patent at 49:15-17 


193 patent at 49:33-55 


ly3 patent at 59:42-59 


iy3 patent at oO:l-3 


* 1 ft"} _ £1 . 1 X 1 /I 

1 y 3 patent at oz : 1 4-24 


ly3 patent at 62:43-57 


iy3 patent at o3:oU-o4:5 


* 1 ft "3 £.C .£ A CCA 

iy3 patent at 65:o4-oo:4 


* 1 Ol £ft. 1/1 T> 

iy3 patent at oy:i4-zz 


iy3 patent at oy.Z5-5 1 


iy3 patent at oy:54-5y 


lino _ _ 4 _i £ft./CC *7 1 . /f*7 

iy3 patent at 09:05-71:47 


iy3 patent at /i.4o-ou 


MQl _ 4 "71. CI 7"J.T) 

iy3 patent at /z.jz-/3.zz 


iy3 patent at /y.ou-si.ii 


i y3 pateni at 5 1 . 1 z- 1 y 


jy3 pateni at oo.oz-00 


tyj patent at iU4,4y-o4 


* 1 - 0 f Bn t .f 1 Aft. 1/1 /CA 

iyj patent at Juy.Z4-ou 


* 1 07 natf>rtt of 1 1 A./f "7 yfO 

i y3 paienx at 1 1 u,4 /-4y 


1 1 nntont rx+ 111.11 ^ C 

i yo patent at 1 1 1 : 1 z- 1 o 


1 1 9^ natent at 1 0Ci-ftft-ftl 


4 193 patent at 121:41-43 


4 193 patent at 125:60-67 


' 193 patent at 169:3-12 


4 193 patent at 206:8-11 


'193 patent at 216:56-217:20 


*193 patent at 218:4-15 
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InterTrust Evidence 


File Histories 


4 900 File History, 6/9/98 Amendment, pp.* 7-8. 


yuu rile History, 5/27/95 Unice Action, p. 3 (citing USP 5,048,085 at 6:61-7:14). 


09/698,044 File History, 10/27/00 Amendment, p. 14. 


09/272,998 File History, 10/1 1/01 Office Action, p. 3. 


Extrinsic Sources 


Microsoft Computer Dictionary, 3rd ed. (Microsoft Press, 1997), p. 302. 


ine Amencan Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), pp. 1 126, 1631- 


1632. 


Citations from Sources Designated bv Microsoft under PLR 4-2f 


Cooper, Computer & Communications Security: Strategies for the 1990s, p. 386. 


Hansen, The Dictionary of Computing and Digital Media: Terms and Acronyms 


/1000\ « ^OQ 

(iyyy), p. 32y. 


Dictionary of Scientific and Technical Terms, 5 th ed. (McGraw-Hill, 1994), p. 2136. 


Webster's Ninth New Collegiate Dictionary (Merriam-Webster, 1987), p. 1317. 


Encyclopedia of Computer Science and Engineering, 2 nd ed. (Van Nostrand Reinhold, 


Lyoj), p. y05. 

secure operating environment, 

Patent Specifications 

said operating environment 

193 patent at 13:37-41 


iyj paxeni at oy.oj-jj 

891.1 

MQ7 rvotont of C7./M /I O 

iyj patent at oj:44-4o 


File Histories 


yiz rile mstory, 12/24/y7 Urnce Action, p. 3. 
— — _ '. 

securely applying 

Patent Specifications 


lyj patent at y:40-43 

891.1 

' 1 07 n4 1 O.iCrt 1fl.1 

iyj patent at lo:o0-ly:l 


l y^ patent at l y: 1 3-2 1 


iy.5 patent at zz:4o-jo 


'107 riotonf n* <C7 

iy^ patent at zo: !>y-o / 


iyj patent at zo.o-i j 


iyo patent at ju,3o-41 


iyj patent at 3U:dj-o-> 


i y.5 patent at 55 . i u-/4 


*1Q7 natPnt of 77*7A 7*7 

jyj patent at j^.ju-j / 


iyj patent at 4.5:41-4.3 


iyj patent at 4j. /-y 


*193 patent at 54-36-38 


•193 patent at 57:27-28 


'193 patent at 59:34-37 


'193 patent at 120:15-18 


'193 patent at 283:33-39 


'193 patent at 299:19-51 


4 193 patent at 300:6-30 
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Claim Term / Phrase 

InterTrust Evidence 


'193 patent at 308:1-7 

securely assembling 

Patent Specifications 


'193 patent at 25:57-26:12 

912.8,912.35 

4 193 patent at 83:43-85:39 

'193 patent at 86:66-88:21 


'193 patent at 1 12:46-1 13:62 


'193 patent at 115:43-116:51 


' 193 patent at 126:34-36 


'193 patent at 138:32-36 


'193 patent at 159:61-160:8 


'193 patent at 250:21-34 


'193 patent at 260:36-47 

securely processing 

Patent Specifications 


'193 patent" at 79:24-81:12 

891.1 

'193 riatent at 104*39-64 

'193 patent at 105:15-20 


File Histories 


'900 File History, 12/9/97 Office Action, p. 6 (citing USP 5,486,622); see also USP 


5,486,622, Abstract. 

securely receiving 

Patent Specifications 


'193 patent at 5:4-6 

891.1 

'193 patent at 12:33-39 

'193 patent at 13:54-57 


'393 patent at 55:52-54 


'193 patent at 57:27-36 


'193 patent at 60:33-48 


'193 patent at 62:32-39 


'193 patent at 67:21-52 


'193 patent at 68:65-69:11 


'193 patent at 75:65-76:1 


'193 patent at 76:10-32 


'193 patent at 77:30-44 


'193 patent at 81:26-32 


'193 patent at 83:53-84 


'193 patent at 91:38-51 


'193 patent at 96:1-5 


'193 patent at 96:12-17 


'193 patent at 101:54-102:25 


'193 patent at 102:41-51 


'193 patent at 104:29-37 


'193 patent at 118:64-119:42 


'193 patent at 123:22-28 


'193 patent at 123:50-56 


'193 patent at 155:51-156:2 


'193 patent at 160:65-161:51 


'193 patent at 162:39-65 


'193 patent at 162:66-163:35 


'193 patent at 200:66-201:42 


'193 patent at 211:39-212:10 


'193 patent at 214:57-67 


'193 patent at 218:31-220:19 
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4 193 patent at 225:50-226:36 


'193 patent at 227:25-228:30 


4 193 patent at 233:25-32 


'193 patent at 282:56-61 


4 193 patent at 283:61-65 


'193 patent at 290:46-62 


'891 patent at 322:56-63 


Extrinsic Sources 


The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), p. 1508. 

security level, level of security 

Patent Specifications 


' 721 patent at 6:16-62 

721.1; 721.34, 912.8 

'721 patent at 16:38-17:5 

'721 patent at 17:24-40 


'721 patent at 18:44-19:10 


'721 patent at 19:24-32 


'193 patent at 140:15-141:11 

tamper resistance 

Patent Specifications 


*72 1 natent at * 1 6- 1 9 

721.1,721.34, 900.155 

'721 patent at 4:40-42 

'721 patent at 5:1-6 


'721 patent at 6:25-30 


'721 patent at 6:34-41 


'721 patent at 6:53-56 


'721 patent at 16:38-17:5 


'193 patent at 20:53-57 


'193 patent at 21:23-37 


'193 patent at 22:1-6 


'193 patent at 49: 15-31 


'193 patent at 59:48-59 


'193 patent at 63:60-64:5 


'193 patent at 73:30-31 


'193 patent at 77:34-38 


' 1 93 patent at 80*22-8 1 • 1 1 


'193 patent at 87:41-60 


'193 patent at 110:47-49 


'193 patent at 114:57-62 


'193 patent at 120:59-121:1 


'193 patent at 130:28-33 


'193 patent at 218:33-63 


'683 patent at 3:27-34 


'683 patent at 5: 11-17 


'683 patent at 8:9-10 


'683 patent at 16:58-62 


683 patent at 20: 16-19 


'683 patent at 29:55-30:3 


File Histories 


'900 File History, 12/9/97 Office Action, p. 9 (citing USP 4,864,494, Abstract; 4:13- 


40; 6:21-65; and 7:15-47). 
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InterTrust Evidence 


'900 File history, 8/27/98 Office Action, p. 3 (citing USP 5,048,085); see also USP 
5,048,085 at 6:55-7:19 

USP 5,917,912 File History, 9/22/98 Office Action, p. 4. 

'683 File History, 1 1/12/99 Office Action, p. 5 (citing USP 5,499,298, Abstract and 
6:45-7:9). 

Extrinsic Sources 

Kent, Protecting Externally Supplied Software in Small Computers, Doctoral Thesis 
(Sept. 22, 1980), p. PA00000362. 

Aucsmith, Tamper Resistant Software: An Implementation (1996), p. PA00002323 

Mambo et aL, A Tentative Approach to Constructing Tamper-Resistant Software, 
School of Information Science, Japan Advanced Institute of Science and Technology, 
1-1 Asahidai Tatsunokuchi Nomi, Ishikawa, p. PA00005363 

USP 5,594,227 at 2:42-48. 

Citations from Sources Designated bv Microsoft under PLR 4-2fb) 

Hensley et aL, SCP Software Protection User's Guide (Sept. 18, 2000), pp. MSI 140484 
- MSI140485. 

tamper resistant barrier 
721.34 

Patent Specifications 
'721 patent at 5:1-6 

'193 patent at 59:48-59 
'193 patent at 63:47-64:5 
'193 patent at 64:13-31 
'193 patent at 71:32-40 
'193 patent at 79:49-50 
'193 patent at 80:22-65 

File Histories 

'721 File History, 4/13/99 Amendment, p. 14. 
09/272,998 File History, 10/1 1/01 Office Action, p. 3. 
'900 File History, 8/27/98 Office Action, p. 3. 

tamper resistant software 
900.155 

Patent Specifications 

'900 patent at 87:61-88:33 
'900 patent at 230:57-65 
'900 patent at 233:24-33 
'900 patent at 235:27-236:29 

'683 patent at 29:50-30:3 

Extrinsic Sources 

Aucsmith, Tamper Resistant Software: An Implementation (1996), p. PA00002323 

Mambo et aL, A Tentative Approach to Constructing Tamper-Resistant Software, 
School of Information Science, Japan Advanced Institute of Science and Technology, 
1-1 Asahidai Tatsunokuchi Nomi, Ishikawa, p. PA00005363 

USP 5,991,399 at 4:14-23; 5:47-55. 
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use 

Patent Soecificati ns 


'683 patent at 63:35-67 

912.8,912.35, 861.58, 193.19, 

iyj patent at 3z4:o-37 

891 1 683 1 721 1 


Extrinsic Sources 


The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), p. 1966. 

user controls 

File Histories 


'683 File History, 1 1/12/99 Office Action, p. 4. 



validity 

Patent Specifications 


'193 patent at 38:27-29 

912.8 

493 patent at 41:37-42 


'193 patent at 67:56-60 


'193 patent at 77:30-41 


'193 patent at 78:6-14 


'193 patent at 85:42-67 


'193 patent at 87:52-62 


'193 patent at 111:59-112:12 


'193 patent at 112:37-59 


'193 patent at 119:66 


'193 patent at 120:59-121:3 


4 193 patent at 137:54-67 . 


'193 patent at 152:10-37 


'193 patent at 152:40-153:8 


'193 patent at 157:42-45 


'193 patent at 157:57-67 


'193 patent at 164:35-40 


'193 patent at 217:51-52 


'193 patent at 218:1-15 


'193 patent at 220:47-52 


'193 patent at 318:59-62 

virtual distribution environment 

Patent Specifications 


'900 patent at 2:19-31 

900.155 

'900 patent at 2:51-56 


'900 patent at 3:18-45 


'900 patent at 3:60^:4 


'900 patent at 4:10-13 


'900 patent at 4:45-5:45 


'900 patent at 6:29-42 


'900 patent at 7:10-12 


'900 patent at 7:34-8:7 


'900 patent at 8:58-9:2 


'900 patent at 9:8-58 


'900 patent at 11:36-47 


'900 patent at 13:26-49 


'900 patent at 13:58-62 


'900 patent at 21:41-46 


y\j\j pa lent at 4:5.4.5-40 


'900 patent at 43:57-44:6 


'900 patent at 46:48-52 


'900 patent at 48:65-49:2 


'900 patent at 50:1-3 


'900 patent at 50:30-32 


*900 patent at 53:39-54:36 
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900 patent at 55:63-56:5 


900 patent at 5o:o6-5/:o 


900 patent at 57:15-17 


'900 patent at 61:19-21 


'900 patent at 87:61-88:47 


900 patent at 280:9-46 


900 patent at 302: 1 7-24 


'900 patent at 303:40-61 


'900 patent at 316:36-45 


'900 patent, Abstract 


4 193 patent at 13:46-50 


193 patent at 13:54-57 


4 193 patent at 16:49-56 


File Histories 


'721 File History, 4/13/99 Amendment, p. 13. 


'891 File History, 9/25/96 Office Action, pp. 1-3. 


'891 File History, 6/20/97 Amendment, p. 1. 


_ 

USP 5,915,019 File History, 1/8/97 Amendment, p. 1. 

'193:1 


receiving a digital file including 

Patent Specifications 

music 

'193 patent at 1:46-52 


'193 patent at 1:61-63 


'193 patent at 3:26-29 


'193 patent at 9:13-19 


'193 patent at 12:5-39 


193 patent at 12:47-13:6 


'193 patent at 13:54-14:28 


'193 patent at 14:31-48 


'193 patent at 16:25-40 


193 patent at 17:46-56 


'193 patent at 18:10-14 


193 patent at 18:61-64 


193 patent at 22:1-14 


193 patent at 21:52-53; 23:51-24:14; 24:57-25:30 


193 patent at 38:43-55 


193 patent at 45:19-27 


193 patent at 45:39-45 


193 patent at 46:5-8 


193 patent at 52:66-53:8 


193 patent at 53:13-22 


193 patent at 53:33-37 


193 patent at 53:45-59 


193 patent at 54:51-58 


193 patent at 55:21-56:24 


lyj patent at 57:33-i9 


'193 patent at 58:59-64 


'193 patent at 59:39-42 


'193 patent at 60:37-48 


'193 patent at 62:27-42 


'193 patent at 63:32-39 


'193 patent at 64:48-51 
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'193 patent at 65:8-14 


'193 patent at 67:31-52 


'193 patent at 68:65-69:12 


'193 patent at 74:51-53 


4 193 patent at 75:23-28 


'193 patent at 75:65-76:32 


'193 patent at 81:26-32 


'193 patent at 83:53-63 


'193 patent at 90:1-33 


'193 patent at 90:38-46 


'193 patent at 91:26-51 


'193 patent at 96:1-7 


'193 patent at 96:12-24 


'193 patent at 98:66-99:3 


'193 patent at 99:28-35 


'193 patent. at 101:54-102:61 


'193 patent at 104:29-37 


4 193 patent at 105:23-39 


'193 patent at 115:13-21 


'193 patent at 115:26-29 


'193 patent at 123:51-55 


'193 patent at 130:13-54 


'193 patent at 133:39-134:23 


'193 patent at 135:31-42 


'193 patent at 153:53-156:47 


'193 patent at 161:7-162:65 


'193 patent at 170:41-172:13 


'193 patent at 172:61-177:53 


'193 patent at 178:49-179:55 


'193 patent at 214:59-67 


'193 patent at 218:33-220:19 


'193 patent at 220:53-67 


'193 patent at 222:4-11 


'193 patent at 225:22-226:36 


'193 patent at 227:25-45 


'193 patent at 23 1:32-59 


'193 patent at 233:25-47 


'193 patent at 234:36-43 


'193 patent at 234:65-235:1 


'193 patent at 235:13-38 


'193 patent at 243:51-244:48 


'193 patent at 254:30-34 


'193 patent at 254:59-65 


'193 patent at 264:29-49 


'193 patent at 266:52-267:45 


'193 patent at 273:42-53 


'193 patent at 277:10-17 


'193 patent at 279:42-53 


'193 patent at 282:10-61 


'193 patent at 283:23-28 


'193 patent at 283:56-284:42 


'193 patent at 288:43-60 


'193 patent at 289:14-27 


'193 patent at 290:30-62 


'193 patent at 313:33-41 


'193 patent at 313:58-67 


'193 patent at 315:24-28 
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4 193 patent at 316:1-6 


'193 patent at 316:16-317:19 


MO^natpnt Fioc 1 1A 1 ?A ^ 7RQ0A 1ft 17 V\ lfi 10 9ft 91 11 78 7fl 31 
I7J palCUL, ngS. l, 1 A., Z, ZA, J, /, O, 7, 7-tt.j lu, IZ, ij, !O s 17, ZU, Zl, Z/, Zo, jfj, j 1 } 


35, 36, 37, 38, 41a, 41b, 41c, 41d, 67, 69, 69A, 70, 71, 74, 77, 78, 79, 80, 81, 82, 83, 


84 85 86 and 87 


See "Receivinp a ditrital file' 1 1 1V Securely RerpivirtP 


Fvtfincip Qnnrrpc 
JuaII mall, juui tco 


The American Heritage Dictionarv 3d ed fHouphtnn Mifflin 1 QQ^ r» 1 SftR 

a budget specifying the number of 

Patent Specifications 

copies which can be made of said 

4 193 patent at 48:29-35 

digital file 

'193 patent at 133:39-50 


\193 patent at 143:38-144:32 


•193 patent at 162:39-65 


'193 patent at 172:61-174:29 


'193 patent at 220:20-40 


See "Digital file versus a copy," below. 

COnuOlllDg Uic COpiCa IllaUC OI 

r aiem dpeciiicauons 

coin /lirrttll Tilo 

SalU Ulgllai 111C 

1 1 0^ rtatpnt at 7*s 
17J palcni ai no.47-jj 


i ?3 patent at o i .*t- 1 z 


17j paieni ai iuz.zo— f^u 


lyi paieni at ijj.jy-ij4.zj 


4 101 notPnt at 1 ACi-'XI ^fi 

iyD patent ai mv.j / -du 


170 paieni ai inj.j7-i < f*f.ji 


4 1 QX natAnt at 1 70* 1 C_/1 0 
1 7J palcni 31 1 / Z . 1 o-nO 


'193 patent at 172:61-174:29 


'193 patent at 203:58-67 


'193 patent at 212:65-213:36 


'101 natpnt at 79Q-4S 
1 7 J UalClll al AA7.'tj*iji.j 


'193 Datent at 235*39-236-25 




1 1 0^ nntpnt nt ?7Q-49-fift 


See Protected Processing Environment 

HptfM niinino u/V*ptVi#*T caiH HicritJil 

UdWlllUUlilg VVUGUId ddlU Ulgilal 

J alclll opcCllICallunS 

filp msv Hp priflipn °nH ctnrpH nn n 

lllt> xllay UC vUUlCU all Ll oLUlCU Uil a 


cprnnH Hpympp ViacpH nrt at lpact 

'1Q^ natpnt at 

C5*iH rnnv rnntml 

9alU wUJJjr L-U11UU1 

' 1 natpnt at 1 H '10-^ft 

1 7 J a 1 dll al 1JJ.J7-JVJ 


'193 natent at 2?ft*9ft-4ft 


'193 natent at 263-46-264*57 


'193 natent at 26^ 9-^8 


'193 patent at 278:9-25 


*1Q^ natent at 970-4^-^ft 
i 7 J ^Jaiciii ai t / 7.tA"Uu 


*193 natent at 3 16- 16-317*19 


'193 natent at 322*65-66 


'193 patent at 323:4-7 


'193 patent at 323:50-324:7 


'193 patent at 325:32-35 

if said copy control allows at least 

Patent Specifications 

a portion of said digital file to be 

"193 patent at 48:12-35 

copied and stored on a second 

'193 patent at 102:26-40 
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device 

193 patent at 133:39-50 


193 patent at 220:20-40 


193 patent at 263:46-264:57 


'193 patent at 265:9-37 


'193 patent at 278:9-25 


4 193 patent at 279:42-60 


'193 patent at 316:16-317:19 


4 193 patent at 322:65-66 


'193 patent at 323:4-7 


'193 patent at 325:32-35 

copying at least a portion of said 

Patent Specifications 

digital file 

193 patent at 48: 12-34 


193 patent at 133:39-50 


'193 patent at 220:20-40 


'193 patent at 264:28-57 


193 patent at 278:9-25 


193 patent at 316:16-317:19 


193 patent at 322:65-66 


193 patent at 323:4-7 


193 patent at 325:32-35 

transferring at least a portion of 

Patent Specifications 

said digital file to a second device 

193 patent at 38:4-9 


'193 patent at 48: 12-43 


'193 patent at 65:24-38 


'193 patent at 68:51-61 


'193 patent at 72:1-9 


'193 patent at 133:39-50 


'193 patentat 162:10-15 


'193 patent at 167:41-43 


'193 patent at 220:21-40 


'193 patent at 226:1 1-1 6 


'193 patent at 237:34-47 


'193 patent at 252:51-58 


'193 patent at 264:28-57 


'193 patent at 278:9-25 


' 1 93 patent at 3 1 6: 1 6-3 1 7: 1 9 


'193 patentat 322:65-66 


'193 patent at 323:4-7 


lyi patent at 324:8-37 


193 patent at 325:32-40 


See "Storing information associated with said digital file in a secure database stored on 


said first device, said information including at least one control" (193.15) 

storing said digital file 

Patent Specifications 


193 patent at 88:24-30 


193 patent at 99:7-16 


iio patent at iuz.hJ-oz 


'193 patentat 127:41-62 


'193 patent at 134:10-14 


'193 patent at 153:50-154:16 


'193 patent at 229:45-231:31 


'193 patent at 289:5-8 


'193 patent at 289:14-19 
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'193 patent at 289:65-66 

'193:11 


receiving a digital file 

Patent Specifications 
'193 patent at 52:66-53:8 
'193 patent at 55:39-56 
'193 patent at 60:37-48 
'193 patent at 102:41-61 
'193 patent at 133:39-134:23 
'193 patent at 282:29-61 
'193 patent at 316:16-317:19 
'193 patent at 323*14-40 

Extrinsic Sources 

The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), p. 1508. 
See "Receiving a digital file including music" ('193.1) 

determining whether said digital 
file may be copied and stored on a 
second device based on said first 
control 

See "Detenriining whether said digital file may be copied and stored on a second 
device based on at least said copy control" ('193.1). 

identifying said second device 

Patent Specifications 
'193 patent at 42:8-20 
'193 patent at 47:49-57 
'193 patent at 81:4-11 
M93 natent at 203 "58-67 
'193 patent at 212:65-213:36 
'193 patent at 230:22-27 
'193 patent at 279:42-60 

See Identify and Identifier 

whether said first control allows 
transfer of said copied file to said 
second device 

Patent Specifications 
'193 patent at 48:28-34 
'193 patent at 102:26-40 
'193 patent at 263:46-264:49 
'193 patent at 265:9-38 
'193 patent at 279:42-60 
'193 patent at 316:16-317:19 

See "Determining whether said digital file may be copied and stored on a second 
device based on at least said copy control" ('193.1) 

said determination based at least 
in part on the features present at 
the device 

Patent Specifications 
'193 patent at 42:8-20 
'193 patent at 47:49-57 
193 patent at 81:4-11 
'193 patent at 203:58-67 
'193 patent at 212:65-213:36 
'193 patent at 230:22-27 
'193 patent at 279:42-60 

if said first control allows at least 

Patent Specifications 
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a portion of said digital file to be 
copied and stored on a second 
device 

4 193 patent at 48:28-35 
4 193 patent at 102:26-40 
'193 patent at 263:46-264:57 
'193 patent at 265:9-38 
'193 patent at 279:42-60 
'193 patent at 316:16-317:19 

See "If said copy control allows at least a portion of said digital file to be copied and 
stored on a second device" (' 193.1). 

copying at least a portion of said 
digital file 

See "Copying at least a portion of said digital file" (* 193.1) 

transferring at least a portion of 
said digital file to a second device 

Patent Specifications 
'193 patent at 38:4-9 
'193 patent at 65:24-38 
'193 patent at 68:51-61 
'193 patent at 72:1-9 
'193 patent at 162:10-15 
'193 patent at 167:41-43 
'193 patent at 226:1 1-16 
'193 patent at 237:34-47 
'193 patent at 252:51-58 
'193 patent at 324:8-37 
'193 patent at 325:32-40 

oee iransiernng at least a portion 01 saia aigitai me to a second device )\ and 
"Storing information associated with said digital file in a secure database stored on 
said first device, said information including at least one control" (193.15) 

storing said digital file 

See "Storing said digital file" ('193.1) 

'193:15 


receiving a digital file 

Patent Specifications 

'193 patent at 52:66-53:8 

'193 patent at 55:39-56 

'193 patent at 60:37-48 

'193 patent at 102:41-61 

'193 patent at 133:39-134:23 

'193 patent at 282:29-61 

'193 patent at 316:16-317:19 

See "Receiving a digital file" (193.1 1) 

Extrinsic Sources 

The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), p. 1508. 

an authentication step comprising: 

Patent SnecificntinrK 
'193 patent at 42:8-20 
'193 patent at 47:49-57 
'193 patent at 81:4-11 
'193 patent at 123:24-62 
'193 patent at 203:58-67 
'193 patent at 212:66-213:36 
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1 1 Q1 natpnt at OK)-')') 11 

iyj paiem at zju.zz-x / 


*1Q3 natptit at 


4 1Q^ TiatPTit at 770*41 -fifl 
l yj paLCiii at i / 7.*t 1"UU 

accessing at least one identifier 

Patent Specifications 

associated with a first device or 

'193 patent at 25:31-38 

with a user of said first device 

4 193 patent at 42:8-20 


4 193 patent at 47:49-57 


i yj patent at 51.4-11 


4 193 patent at 123:23-62 


'193 patent at 203:58-67 


4 193 patent at 212:65-213:36 


4 193 patent at 230:22-27 


4 193 patent at 278:9-25 


4 193 patent at 279:41-60 
* 


See Identifier 

determining whether said 

Patent Specifications 

identifier is associated with a 

4 193 patent at 42:8-20 

device and/or user authorized to 

4 193 patent at 47:49-57 

store said digital file 

4 193 patent at 81:4-12 


'193 patent at 123:24-62 


4 193 patent at 192:3-57 


4 193 patent at 203:58-67 


4 193 patent at 212:65-213:36 


4 193 patent at 230:22-27 


4 193 patent at 278:9-25 


4 193 patent at 279:42-60 

storing said digital file in a first 

Patent Specifications 

secure memory of said first 

4 193 patent at 42:8-20 

device, but only if said device 

4 193 patent at 47:49-57 

and/or user is so authorized, but 

'193 patent at 81:4-12 

not proceeding with said storing if 

'193 patent at 123:24-62 

said device and/or user is not 

iyj patent at \yz:i~j I 

authorized 

iyj paiem ax zuj.do-o/ 


*1Q^ natAnt at ?1 

iyj patent at zlz.oj-j.ij.jo 


iyj patent at zj\).zz-z i 


i yj paiem ax z lo.y-zj 


iyj patent at z /y,4/-ou 

storing information associated 

Patent Specifications 

with said digital file in a secure 

4 193 patent at 19:15-32 

database stored on said first 

4 193 patent at 22:20-25 

device, said information including 

4 193 patent at 126:15-37 

at least one control 

4 193 patent at 153:50-67 


4 193 patent at 156:53-58 


4 193 patent at 292:19-47 

determining whether said digital 

See "Determining whether said digital file may be copied and stored on a second 

file may be copied and stored on a 

device based on at least said copy control" ( 4 193.1) and "Storing information 

second device based on said at 

associated with said digital file in a secure database stored on said first device, said 

least one control 

information including at least one control" (193.15). 
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if said at least one control allows 
at least a portion of said digital 
file to be copied and stored on a 
second device, 

Patent Specification 
4 193 patent at 48:28-34 
'193 patent at 102:26-40 
'193 patent at 263:46-264:49 
'193 patent at 265:9-38 
'193 patent at 279:42-60 
'193 patent at 316:16-317:19 

See "If said first control allows at least a portion of said digital file to be copied and 
stored on a second device" (' 193.1 1); "If said copy control allows at least a portion of 
said digital file to be copied and stored on a second device" (193.1); and "storing 
information associated with said digital file in a secure database stored on said first 
device, said information including at least one control" (193.15). 

copying at least a portion of said 
digital file 

See "Copying at least a portion of said digital file" (' 193.1) and "Storing information 
associated with said digital file in a secure database stored on said first device, said 
information including at least one control" (193.15). 

transferring at least a portion of 
said digital file to a second device 

Patent Specifications 
'193 patent at 38:4-9 
'193 patent at 65:24-38 
'193 patent at 68:51-61 
'193 patent at 72:1-9 
'193 patent at 162:10-15 
'193 patent at 167:41-43 
'193 patent at 226:11-16 
'193 patent at 237:34-47 
'193 patent at 252:51-58 
'193 patent at 324:8-37 
'193 patent at 325:32-40 

See 'Transferring at least a portion of said digital file to a second device" (193.1); and 
"Storing information associated with said digital file in a secure database stored on 
said first device, said information including at least one control" (193.15). 

storing said digital file 

See "Storing said digital file" ('193.1). 

'193:19 


receiving a digital file at a first 
device 

Patent Specifications 
'193 patent at 52:66-53:8 
'193 patent at 55:39-56 
'193 patent at 60:37-48 
'193 patent at 102:41-61 
'193 patent at 133:39-134:23 
'193 patent at 282:29-61 
'193 patent at 316:16-317:19 

See "Receiving a digital file" (193.1 1) 

Extrinsic Sources 

The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992), p. 1508. 

establishing communication 
between said first device and a 
clearinghouse located at a location 
remote from said first device 

Patent Specifications 
'193 patent at 1:46-52 
'193 patent at 1:60-63 
'193 patent at 3:25-29 
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'193 patent at 9:13-17 


193 patent at 12:5-39 


193 patent at 12:47-13:6 


193 patent at 13:54-14:28 


'193 patent at 14:31-48 


193 patent at 1 6:25-40 


193 patent at 17:46-56 


'193 patent at 18:10-14 


'193 patent at 18:60-64 


'193 patent at 22:1-14 


'193 patent at 21:52-53; 23:51-24:14; and 24:57-25:30 


'193 patent at 38:43-55 


'193 patent at 45:19-26 


'193 patent at 45:39-45 


'193 patent at 46:4-8 


'193 patent at 52:66-53:8 


'193 patent at 53:13-22 


'193 patent at 53:33-37 


'193 patent at 53:45-59 


'193 patent at 54:51-58 


'193 patent at 55:21-56:24 


'193 patent at 57:33-39 


'193 patent at 58:59-64 


'193 patent at 59:39-42 


'193 patent at 60:37-48 


'193 patent at 62:27-42 


'193 patent at 63:32-39 


'193 patent at 64:49-51 


'193 patent at 65:9-14 


'193 patent at 67:31-52 


'193 patent at 68:65-69:12 


'193 patent at 74:51-53 


'193 patent at 75:23-28 


'193 patent at 75:65-76:32 


'193 patent at 81:26-32 


'193 patent at 83:53-63 


'193 patent at 90:1-28 


'193 patent at 90:39-46 . 


'193 patent at 9 1:26-51 


'193 patent at 96:1-7 


'193 patent at 96:12-26 


'193 patent at 98:66-99:3 


'193 patent at 99:28-35 


'193 patent at 101:54-102:52 


'193 patent at 104:29-37 


'193 patent at 105:25-39 


'193 patent at 115:13-21 


'193 patent at 115:25-29 


'193 patent at 123:51-55 


'193 patent at 131:45-52 


193 patent at 135:16-24 


'193 patent at 135:31-42 


'193 patent at 153:53-156:47 


'193 patent at 160:65-162:65 


'193 patent at 170:42-172:13 


M93 patent at 172:61-177:53 


'193 patent at 178:49-179:55 
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'193 patent at 214:59-67 


'193 patent at 218:33-220:19 


4 193 patent at 220:53-67 


'193 patent at 222:4-11 


.'193 patent at 225:22-226:36 


•193 patent at 227:25-45 


4 193 patent at 231:32-59 


4 193 patent at 233:25-47 


4 193 patent at 234:36-43 


4 193 patent at 234:64-235:1 


'193 patent at 235:13-38 


4 193 patent at 243:51-244:48 


4 193 patent at 254:30-34 


4 193 patent at 254:59-65 


4 193 patent at 264:2M9 . 


4 193 patent at 266:51-267:45 


4 193 patent at 273:42-53 


4 193 patent at 277:9-17 


4 193 patent at 279:42-53 


4 193 patent at 282:1 1-28 


4 193 patent at 282:45-61 


4 193 patent at 283:24-28 


4 193 patent at 283:56-284:43 


4 193 patent at 288:43-60 


4 193 patent at 289:14-27 


4 193 patent at 290:30-62 


4 193 patent at 292:19-47 


4 193 patent at 313:33-41 


4 193 patent at 313:58-67 


\yi patent at .5i3:Z4-zo 


* 1 0^ natpnt at ^ 1 fv 1 -fi 


i y j paiem at j 1 o. 1 o-j i / . i y 


4 1 Q"X notpnt Vine 1 1A 7 7A 7 7 8 Q OA f) 11 1Q OA 71 77 70 1(\ 11 

iyj paieni, rigs. 1, ia, z, za, j, /, o, y, yA, iu, iz, i,?, jo, iy, zu, zi, z/, zo, jU, 31, 


35 3fi 37 3R 41a 41K 41r 41rl fi7 fiQ fiOA 70 71 74 77 7ft 70 Rfi Rl R7 R3 


84, 85, 86, and 87 



inffvrmnrinn tn train arpp^c tr* fir 
uiiuiiiuiiiuii ivJ gain avL/Cod iKJ kjx 

M93 natent at 128*66-120-26 

maVp at lpnct nnp hqp r*f" cuirl firct 

*1G3 natpnt at 14R-5fl-14Q-7 

17J fj a I will al ItO.JU'lt?. / 

Hioital flip 

Ulcildl lilt 

M93 natent at 151 -64-1 S2 Q 


* 1 93 Datent at 2 1 5 -24-32 

receiving a first control from said 

Patent Specifications 

clearinghouse at said first device 

4 193 patent at 1:46-52 


4 193 patent at 1:60-2:3 


4 193 patent at 3:26-29 


4 193 patent at 9:13-16 


4 193 patent at 12:5-9 


4 193 patent at 12:47-13:6 


4 193 patent at 13:54-14:28 


4 193 patent at 14:31-48 


4 193 patent at 16:25-40 


4 193 patent at 17:46-56 


'193 patent at 18:10-14 


4 193 patent at 18:60-64 
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MQO -„t at ,» „* 11.1 1 A 

lyo patent at zz.i-i4 


patent at 21.320.5, 2,3. j 1-24.14, ana zh.j /-xj.^u 


MQl -*n+ctm+ ra* O^0./<0 C C 

lyj patent at ,55.4.5- jj 


iyj patent at hj. iy-z 1 


iyj patent ax *o..$y-*o 


iyj patent at 40.4-0 


MOO „* C0.<£ C7. C 

iyi patent at 52.00-55. 0 


* 1 Ol n.fAnf CLIO 00 

iyi patent at 53. 12-22 


193 patent at 53:33-37 


* 1 AO _ ♦ CO.v(C CO 

193 patent at 53:45-59 


193 patent at 54:51-58 


lift? — . - _ t Cf .11 C^.1/l 

193 patent at 55:21-50:24 


193 patent at 5 7:33-39 


193 patent at 58:59-64 


11 A<) _ . A _ - CA OA A 1 

193 patent at 59:39-42 


193 patent at 60:37-48 


193 patent at 62:27-42 


193 patent at 63:32-39 


193 patent at 64:48-51 


193 patent at 65:8-14 


193 patent at 67:31-52 


193 patent at 68:65-69:12 


193 patent at 74:51-53 


H AO * a — * TC.H OO 

193 patent at 75:23-28 


193 patent at 75:65-76:32 


t 1 A1 A.-. A — A 0 1 *\£- Ol 

193 patent at 81:26-32 


193 patent at 83:53-63 


193 patent at 90:1-28 


193 patent at 90:38-46 


193 patent at 91:26-51 


193 patent at 96:1-7 


1 1 A1 A _ A — J. A £ 10 1 Vt 

193 patent at 96:12-24 


4 1 AO a - _ A AO ZT Z" AA.O 

193 patent at 98:66-99:3 


* 1 AO a.^ A AA.IO If 

193 patent at 99:28-35 


f 1 A** _ . . _ . 1 A 1 . C A 1 AO . C 1 

193 patent at 101:54-102:51 


193 patent at 104:29-37 


193 patent at 105:23-39 


1 1 A*> i ^ — 11C IO 11 

193 patent at 115:13-21 


193 patent at 1 15:25-29 


193 patent at 123:51-55 


<1A"> A A. ~ A 1 T 1 >|f CO 

193 patent at 131:45-52 


<1AO A. A. _ A. 11C 1 C O A 

1 93 patent at 135:1 6-24 


* 1 AO —I*,-*-.* IOC. 01 >10 

193 patent at 135:31-42 


* 1 AO _ .4. ICO. CO 1C/C./f"7 

193 patent at 153:53-156:4 / 


193 patent at 160:65- 102.05 


1 1 AO 1 *7A. /I O 1 TO . 1 0 

193 patent at 170:42-1 /2:13 


*1A0 imvi ITT. CO 

193 patent at 172:61-177:53 


• 1O0 \10.AC\ 1TQ.CC 

193 patent at 178:49-1 /y.55 


* 1 AO _ a. a _ a- 11 J CT C "7 

193 patent at 214:57-67 


» 1 AO ~.~a~-aa _ a O1O.01 OOA.1A 

193 patent at 2 18:3 1-220: iy 


\y j paxeni at z2U.jj-o/ 


'193 patent at 222:4-11 


4 193 patent at 225:22-226:26 


'193 patent at 227:25-45 


4 193 patent at 231:32-59 


'193 patent at 233:25-47 


'193 patent at 234:36-43 
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4 193 patent at 234:64-235:1 


193 patent at 235:13-38 


193 patent at 243:51-244:48 


193 patent at 254:30-34 


193 patent at 254:59-65 


193 patent at 264:29-49 


193 patent at 266:51-267:45 


193 patent at 273:42-53 


193 patent at 277:9-18 


193 patent at 279:42-53 


' 1 93 patent at 282 : 1 1 -28 


4 193 patent at 282:45-61 


'193 patent at 283:23-28 


'193 patent at 283:56-284:42 


* 1 93 patent at 288 :43-60 


'193 patent at 289:14-27 


4 193 patent'at 290:30-62 


4 193 patent at 292: 19-47 


4 193 patent at 313:33-41 


'193 patent at 313:58-67 


'193 patent at 315:24-28 


4 193 patent at 316:1-6 


4 193 patent at 316:16-317:19 


4 193 patent, Figs. 1, 1A, 2, 2A, 3, 7, 8, 9, 9A, 10, 12, 13, 16, 19, 20, 21, 27, 28, 30, 31, 


35, 36, 37, 38, 41a, 41b, 41c, 41d, 67, 69, 69A, 70, 71, 74, 77, 78, 79, 80, 81, 82, 83, 


84, 85, 86, and 87 


See Receivmg a digital file ( 1 93. 1 1 ). 

storing said first digital file in a 

See "Storing said digital file" ( 4 l93.l) 

memory of said first device 


— '■ "T? \ 

using said first control to 

— _ — . — — — — 

See Deterrnining whether said digital tile may be copied and stored on a second 

determine whether said first 

device based on at least said copy control" (' 193.1). 

digital me may oc cupicu anu 


sioreu on a secunu ucvice 


if said first control allows at least 

Patent Specifications 

a portion of said first digital file to 

'193 patent at 48:28-35 

be copied and stored on a second 

4 193 patent at 102:26-40 

device 

4 193 patent at 263:46-264:57 


'193 patent at 265:9-38 


193 patent at 279:42-60 


4 193 patent at 316:16-317:19 


See 44 If said first control allows at least a portion of said digital file to be copied and 


stored on a second device" ('193.1 1). 

copying at least a portion of said 

See "Copying at least a portion of said digital file" ('193.1). 

first digital file 


- — : : : ~ 

transferring at least a portion of 

. . : : 

Patent Specifications 

said first digital file to a second 

4 193 patent at 38:4-9 

device including a memory and an 

4 193 patent at 65:24-38 

audio and/or video output 

' 193 patent at 68:51-61 


l 193 patent at 72:1-9 


'193 patent at 162:10-15 


'193 patent at 167:41-43 
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Claim I erm / r nrase 

lnier i rusi iLViaence 


1 93 patent at 226: 11-16 


193 patent at 237:34-47 


'193 patent at 252:51-58 


193 patent at 324:8-37 


lyo palCIll al JiJ.ji-nU 


See "Transferring at least a portion of said digital file to a second device" (193.1); and 


"Storing information associated with said digital file in a secure database stored on 


SalU I1T51 QCVJCCj SalU UllOl illaUOIl lllClUUlIlg a I lCaSl UIlG CUUIXOI \ I / J. i J ) 

storing said first digital file 

See "Storing said digital file" ('193.1) 

portion 


*683:Z 


the first secure container having 

Patent Specifications 

been received from a second 

683 patent at 15:56-16:4 

apparatus 

'193 patent at 102:41-51 

an aspect of access to or use of 

Patent Specifications 


'683 patent at 24:33-39 


'683 patent at 25:62-26:10 


* 193 patent at 15:46-50 


'193 patent at 58:38-46 


'193 patent at 159:23-26 


'193 patent at 128:42-45 

the first secure container rule 

Patent Specifications 

having been received from a third 

'683 patent at 24:33-39 

apparatus different from said 

'683 patent at 25:62-67 

second apparatus 



'193 patent at 15:46-50 


'193 patent at 54:24-38 


'193 patent at 58:38-46 


'193 patent at 128:42-45 


'193 patent at 159:23-26 


See "First secure container having been received from a second apparatus" (683 : 2). 

hardware or software used for 

Patent Specifications 

receiving and opening secure 

683 patent at 5:30-38 

containers 

683 patent at 6:52-56 


683 patent at 8:50-52 


683 patent at 10:12-15 


683 patent at 10:27-35 


683 patent at 10:55-1 1:14 


683 patent at 1 1 :40-52 


683 patent at 11:65-56 


oo o patent at 1 1 :59-o4 


'683 patent at 12:27-51 


'683 patent at 13:3-6 


'683 patent at 13:15-17 


'683 patent at 13:43-47 


'683 patent at 14:10-14 


'683 patent at 14:18-27 
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*£fil natpnt at 14**\R 

ooj paxcni ai m.jo 


*£fil nnif>rti at 1A*£d £ c i 
Ooj palcUl al i*t.O*H-Oj 


*£R1 natpnt at 1 S'lS-^S 


l £R1 natpnt at 1 *,**,£ 1 £*4 


4 £R7 natpnt at 1£*9^-9R 
Vjoj palcni al iu.^j'^O 


4 £R1 natpnt at 1£-*.R 9rt-££ 

ooj paicm ai io.jo-zu.oo 


4 £R1 natpnt at 9A-4£ 9 c .-9£ 
Ooj palCUi al ZH.HO-Zj.ZO 


*£R1 natpnt at 7IY 1 A 
OOJ palcni al i7.Ju*ju. 10 


4 £R1 natpnt at IfMO. l-v-dl 
Ooj palcni al jv.jU-jj.Hj 


l £Rl natpnt at 1£*1 77-49 
Ooj palcni al jO. 1 - 3 / .nZ 


'683 patent at 38:56-39:39 


'683 patent at 39:66-43:20 


*£C1 no font at ilO.I^ A"i 

Ooj pateni at 4/.34-4Z 


ooj patent at 4y.3 lov 


'£81 natomt of £1-7 11 

Ooj pateni at o i . / - 1 1 


Ooj patent at oz.o-oz 


*£B1 nitant CJ-. *7 O O ft A QTJ 1A 10 O 1 < 1£ 

003 patent, rigs. /, o, y, yA, Vd, IU, lz, 13, 33, jo 


\yj patent at 1:40-53 


* 1 01 nnfunt «+ 1 .Art Al 

ivj patent at i.ou-03 


*101 natotit «s+ LOA OO 

lyj patent at 3.zo-zy 


* i oi »s«ito«f «♦ o. 1 1 n 

iyj patent at y: 13- 1 / 


* 1 01 nitont «t 1 0*< IO 

i?j patent at iz.j-3y 


* 1 01 natAnt of 1 1./C7 1 1*£ 

1V3 patent at IZ.4/-13.0 


* 1 Ol n^tont of 1 1.C./1 1 / .OO 

1V3 patent at 13:34-14:zo 


\y5 patent at 14:31 -48 


*1Q1 1£,TC Af\ 

1V3 patent at 1o:zj-4U 


1V3 patent at i /.4o-jo 


* 1 Ol tiotanf «♦ 1 O. 1 A 1 >1 

i?3 patent at io.iu-14 


1 1 Ol O* 1 O.ifl Aj1 

iyj patent at Io.ou-o4 


* 1 Ol «n+aw+ «-,+ OO. 1 1/1 

1V3 patent at zz; 1-14 


1 1 Ol nnfant 0 1 .<0 Cj 1 • 0 1 • < 1 0/1.1/1. 0/1. CT H.O A' 

iyj patent at zi :jz-j3; Z3:>i-z4: 14; z4:3 /-zj:3U 


MOl nntAmt ot 1Q./1A CC 

1V3 patent at 3o:4o-jj 


1V3 patent at 43:iy-z7 


* 1 01 mutant it A$*1Q AS, 

1^3 paient at 43.3y-4j 


* 1 Ql nifanf a+ >4 A./4 0 

iy3 patent at 40.4-0 


* 1 01 nototif of <0«AA ^1.0 

iyj patent at dz. 0003:0 


* 1 01 -rtotont ot <1 • 1 1 0 0 

iy3 patent at jjAj'Zz 


4 1 Ol not»nt of <1-1 1 1*7 

no patent at jj.oj-j i 


M01 natpnt at CO 

iy3 patent at j3.4jOV 


1 1 01 natpnt at ^A'^ 1 -^R 
l7j palcni al j*f.jl-jo 


*1 01 natpnt at ^-x^ 1 -^£-94 
iyj palcni al Dj.ZI'DO.ZH 


'107 natent at ^7*71 10 

i y j paicni ai j I . j j- j y 


natpnt at ^R-^O./v^ 
iyj pdicm ai jo.jy-OH 


M07 nat/*nt at <Q*1Q /10 
iyj palcni al J".j7"HZ 


M07 natpnt at A0-17-4R 
l ✓ J palcni al OW. j / -to 


*10^ natpnt at £9*77.49 
1 ~J palcni al OZ.Z / -*tZ 


* 1 07 natpnt at £1-19-10 
1 y j palcni al Oj.j/07 


'107 natpnt at £^*/lR 

i7j patent at o^.nco 1 


iyj patent at Oj.o-i^ 


'193 Datent at 67-31-52 


M93 patent at 68:65-69:12 


4 193 patent at 74:51-53 


4 193 patent at 75:23-28 


'193 patent at 75:65-76:32 


'193 patent at 81:26-32 


4 193 patent at 83:52-63 
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* 193 patent at 90:1-28 


'193 patent at 90:38-46 


'193 patent at 91:26-51 


1 193 patent at 96: 1-7 


'193 patent at 96:12-24 


'193 patent at 98:66-99:3 


'193 patent at 99:28-35 


'193 patent at 101:54-102:51 


'193 patent at 104:29-37 


4 193 patent at 105:23-39 


'193 patentat 115:13-21 


'193 patent at 115:25-29 


'193 patentat 123:51-55 


'193 patentat 135:31-42 


'193 patentat 153:53-156:47 


'193 patent at 161:7-162:65 


'193 patentat 170:42-172:13 


'193 patent at 172:61-177:53 


'193 patent at 178:49-179:55 


'193 patent at 214:57-67 


'193 patent at 218:31-219:19 


'193 patentat 220:53-67 


'193 patent at 222:4-11 


'193 patent at 225:22-226:36 


'193 patent at 227:25-45 


'193 patentat 231:32-59 


'193 patentat 233:25-47 


'193 patentat 234:36^3 


'193 patent at 234:64-235:1 


'193 patent at 235: 14-38 


'193 patent at 243:51-244:48 


'193 patentat 254:30-34 


'193 patent at 254:59-65 


'193 patent at 264:29-49 


'193 patent at 266:51-267:45 


'193 patent at 273:42-53 


'193 patent at 277:9-17 


'193 patentat 279:42-53 


'193 patentat 282:11-28 


'193 patent at 282:45-61 


'193 patent at 283:23-28 


'193 patent at 283:56-284:42 


'193 patent at 288:43-60 


'193 patent at 289:14-27 


'193 patent at 290:30-62 


'193 patent at 313:33-41 


'193 patent at 313:58-67 


'193 patent at 315:25-29 


'193 patent at 316:1-6 


' 1 93 patent at 3 1 6:62-65 


iyj patent, higs. I, lA, 2, 2A, 3, 7, 8,9, 9 A, 10, I2 s 13, 16, 19, 20, 21, 27, 28, 30, 31, 


35, 36, 37, 38, 41a, 41b, 41c, 41d, 67, 69, 69A, 70, 71, 74, 77, 78, 79, 80, 81, 82, 83, 


84, 85, 86, and 87 


File Histories 


'683 File History, 11/12/99 Office Action, pp. 4-5 (citing USP 5,412,717); see also 


USP 5,412,717 at 4:45-62; 7:49-56; 8:7-24; and 9:64-66. 


51 


Claim Term / Phrase 

InterTrust Evidence 


See Protected Processing Environment and Host Processing Environment 

said secure containers each 

Patent Specifications 

including the capacity to contain a 

'683 patent at 15:56-16:4 

governed item, a secure container 

'683 patent at 25:62-26:10 

rule being associated with each of 


said secure containers 

'193 patent at 1915-32 


'193 patent at 22:20-25 


'193 patent at 292:27-37 

protected processing environment 

See Protected Processing Environment 

at least in part protecting 


information contained in said 


protected processing environment 


from tampering by a user of said 


first apparatus 


hardware or software used for 

Patent Specifications 

applying said first secure 

'683 patent at 8:38-46 

container rule and a second secure 

'683 patent at 11:40-52 

container rule in combination to at 

'683 patent at 11:55-56 

least in part govern at least one 

'683 patent at 11:59-64 

aspect of access to or use of a 

'683 patent at 13:46-47 

governed item contained in a 

'683 patent at 14:58 

secure container 

'683 patent at 16:25-28 


'683 patent at 16:58-62 


'683 patent at 20:13-23 


'683 patent at 24:26-33 


'683 patent at 25:62-26:10 


'683 patent at 29:50-30:3 


'683 patent at 30:40-65 


*6R3 natpnt at 31 


'683 patent at 32:7-36 


'683 patent at 32:59-33:37 


'683 patent at 34:5-13 


'683 patent at 35:44-67 


'683 patent at 36:13-40 


'683 patent at 37: 14-42 


'193 patent at 19:63-20:7 


'193 mtent at S4-3Q-S0 


4 193 patent at 55:33-56 


'193 patent at 149:24-45 


'193 patent at 242:54-61 


*193 patent at 242*64-243-9 


'193 patent at 243:59-62 


'193 patent at 253:9-63 


File Histories 


4 683 File History, 1 1/12/99 Office Action, pp. 4-5 (citing USP 5,412,717 at 10:8-39 


and 17:40-61). 


See Protected Processing Environment and Host Processing Environment 

hardware or software used for 

Patent Specifications 
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InterTrust Evidence 


transmission of secure containers 
to other apparatuses or for the 
receipt of secure containers from 
other apparatuses. 


'683 patent at 5:30-40 
'683 patent at 6:52-56 
'683 patent at 8:50-52 
'683 patent at 10:12-15 


'683 patent at 10:27-35 
'683 patent at 10:55-11:14 
'683 patent at 11:40-51 
'683 patent at 11:55-56 
'683 patent at 11:59-64 
'683 patent at 12:27-51 
'683 patent at 13:3-6 
'683 patent at 13:14-16 
'683 patent at 13:43-47 
'683 patent at 14:11-22 
'683 patent at 14:58-60 
'683 patent.at 14:64-65 
'683 patent at 15:16-17 
'683 patent at 15:26-27 
'683 patent at 15:35-45 
'683 patent at 15:56-16:4 
'683 patent at 16:25-28 
'683 patent at 16:58-20:51 
'683 patent at 24:46-25:26 
'683 patent at 29:50-30:16 
'683 patent at 30:30-35:43 
'683 patent at 36:1-37:42 
'683 patent at 38:56-39:39 
'683 patent at 39:65-43:20 
'683 patent at 47:34-42 
'683 patent at 49:31-39 
'683 patent at 61:7-11 
'683 patent at 62:9-62 

'683 patent, Figs. 7, 8, 9, 9A, 9B, 10, 12, 13, 35, 36 

'193 patent at 1:46-52 
'193 patent at 1:60-63 
'193 patent at 3:26-29 
'193 patent at 9:13-17 
'193 patent at 12:5-39 
'193 patent at 12:47-13:6 
'193 patent at 13:54-14:28 
'193 patent at 14:31-48 
'193 patent at 16:25-40 
'193 patent at 17:46-56 
'193 patent at 18:10-14 
'193 patent at 18:60-64 
'193 patent at 22:1-14 

'193 patent at 21:52-53; 23:51-24:14; 24:57-25:30 

'193 patent at 38:43-55 

'193 patent at 45:19-27 

'193 patent at 45:39-45 

'193 patent at 46:4-8 

'193 patent at 52:66-53:8 

'193 patent at 53:13-22 

'193 patent at 53:33-37 

' 193 patent at 53:45-59 

'193 patent at 54:51-58 
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Claim Term / Phrase 

InterTrust Evidence 


'193 patent at 55:21-56:24 

• 

'193 patent at 57:33-39 


'193 patent at 58:59-64 


'193 patent at 59:39-41 


'193 patent at 60:37-48 


'193 patent at 62:27^2 


'193 patent at 63:32-39 


'193 patent at 64:48-51 


'193 patent at 65:8-14 


'193 patent at 67:31-52 


'193 patent at 68:65-69:12 


'193 patent at 74:51-53 


'193 patent at 75:23-28 


'193 patent at 75:65-76:32 


'193 patent at 81:26-32 


'193 patent at 83:53-63 


'193 patent at 90:1-28 


'193 patent at 90:39-46 


'193 patent at 91:26-51 


'193 patent at 96: 1-7 


'193 patent at 96:12-20 


'193 patent at 98:66-99:3 


'193 patent at 99:28-35 


'193 patent at 101:54-102:51 


'193 patent at 104:29-37 


'193 patent at 105:23-39 


'193 patent at 115:13-21 


'193 patent at 115:25-29 


'193 patent at 123:51-55 


'193 patent at 135:31-42 


'193 patent at 153:53-156:47 


'193 patent at 161:7-162:65 


'193 patent at 170:42-172:13 


'193 patent at 172:61-177:53 


'193 patent at 178:49-179:55 


'193 patent at 214:57-67 


'193 patent at 218:31-220:19 


'193 patent at 220:53-67 


'193 patent at 222:4-11 


'193 patent at 225:22-226:36 


'193 patent at 227:25-45 


'193 patent at 23 1:32-59 


'193 patent at 233:25-47 


'193 patent at 234:36-43 . 


'193 patent at 234:64-235:1 


'193 patent at 235:14-38 


'193 patent at 243:51-255:48 


'193 patent at 254:30-34 


'193 patent at 255:59-65 


'193 patent at 264:29-49 


iyl patent at 266:51-267:45 


'193 patent at 273:42-53 


'193 patent at 277:10-17 


'193 patent at 279:42-53 


'193 patent at 282:1 1-28 


'193 patent at 282:45-61 


'193 patent at 283:23-28 
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Claim Term / Phrase 

InterTrust Evidence 


193 patent at 2o3:5o-254:42 


193 patent at 2oo:4i-oU 


193 patent at 289: 14-27 


193 patent at 29U:3U-o2 


1 93 patent at 3 1 3 :33-4 1 


'193 patent at 3 13:58-67 


'193 patent at 315:25-29 


193 patent at 316:1-6 


*1ftO — -.4. a 

193 patent at 316:62-65 


'193 patent, Figs. 1, 1A, 2, 2A, 3, 7, 8, 9, 9A, 10, 12, 13, 16, 19, 20, 21, 27, 28, 30, 31, 


35, 36, 37, 38, 41a, 41b, 41c, 41d, 67, 69, 69A, 70, 71, 74, 77, 78, 79, 80, 81, 82, 83, 


84, 85, 86, and 87 


File Histories 


063 rile History, 1 1/12/99 Utiice Action, pp. 4-5 (citing Ubr 5,412,717); see also 


TTQP ^ AM 71 7 at 1 -18 74- 4'^R_6Q 


^cc rroiccicu rrocessing JDnvir oniric m <uiu nosi x roc c bain g cnviroiiiTicni 

4 721:1 


digitally signing a first load 

Patent Specifications 

module with a first digital 

'721 patent at 4:61-5:5 

signature designating the first load 

'721 patent at 6:16-62 

module for use by a first device 

.'721 patent at 7:66-8:6 

class 

'721 patent at 16:37-17:23 


'721 patent at 18:19-39 


'721 patent at 19:11-32 


'721 patent at 20:1-4 

digitally signing a second load 

Patent Specifications 

module with a second digital 

'721 patent at 4:61-5:9 

signature different from the first 

721 patent at 6:16-64 

digital signature, the second 

721 patent at 7:62-8:6 

digital signature designating the 

721 patent at 16:37-17:23 

second 10 a a rnoouie ior use oy a 

'77 1 «!it*»Tit at 1 7-41 1R*7 

i L\ paieni at i/.hi-io.z 

cpfAnH Hpvipp pla^c liavino at tpact 

9vwUU UCVJCC ClOOO HO V LLlfL Ol IVttdl 

'771 naterit at 18*10-20-4 



cpcuritv IpvpI Hif^prpfit from flip sit 


Ipa^t nnp nf tamner re*?i*itane*2 and 


cpcnritv level of the first device 


class 

: 

distributing the first load module 

Patent Specifications 

for use by at least one device in 

721 patent at 4:61-5:5 

the first device class 

721 patent at o: 16-62 


'721 patent at 7:66-8:6 


721 patent at 16:37-17:23 


'771 notonf q+ 1 C.*J "JO 

/zi patent at io:3-3o 


72 1 patent at 19:11 -32 


*771 nntpnt at 10**\1 (\1 


'721 patent at 20:1-4 


'721 patent at 20:58-21:7 

distributing the second load 

Patent Specifications 

module for use by at least one 

'721 patent at 4:61-5:5 

device in the second device class 

'721 patent at 6:16-62 
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Claim Term / Phrase 

InterTrust Evidence 

device in the second device class 

'721 patent at 7:66-8:6 


4 721 patent at 16:37-17:23 


'721 patent at 18:3-38 


'721 patent at 19:11-32 


'721 patent at 19:51-67 


'721 patent at 20: 1-4 


'721 patent at 20:58-21:7 

'721:34 


arrangement within the flr^t 

Patpnt ^rtfipifipatinnc 

X aLCIII OpCVlllL.«ltlUIl9 

tamper resistant barrier 

'721 patent at 4:61-5:9 


'721 natpnt at 


*721 natent at 7*62-8-6 


*721 natent at 16-^7-1 7-23 


'721 natpnt at 17-41-1R-2 


*72 1 natent at 1 R - 1 0-^0 


*721 riutPnt at 1 0* 1 1 Oft* 1 }^ 

prcvcnis inc iirsi secure execution 

~ii e . ■ 

Patent Specifications 

space from executing the same 

'721 patent at 4:61-5:9 

PYPnutaMp af*c*PQCpH Viv n cprnnH 

/ L J palcm al U.J- / . / 

secure execution space having a 

'721 patent at 7:62-8:6 

second tamper resistant barrier 

'721 Patent at 16:37-17:23 

with a second security level 

'721 patent at 17:41-18:2 

different from the first security 

'721 Patent at 18:19-39 

level 

'721 patent at 19:11-20:25 

'861:58 


creating a tet secure container 

Patent Specifications 


'861 patent at 3:3-4 


'861 patent at 3:39-43 


'861 patent at 6:29-32 


'861 patent at 10:7-10 


'861 patent at 11:48-58 


'861 patent at 16:32-35 


See Secure Container 

inrliiHiriCT nr aHHrpecino 
iiiuiuuiiig ui auuicsoiiig • . . 

raieni opecincauons 

organization information . . . 

'861 patent at 5:57-6:7 

desired organization of a content 

'861 patent at 10:38-53 

section. . . and metadata 

'861 patent at 14:14-29 

information at least in part 

'861 patent at 15:21-31 

specifying at least one step 

'861 patent at 17:49-53 

required or desired in creation of 


said first secure container 


at least in part determine specific 

Potent Snarifiratirmc 

information required to be 

'861 patent at 10:49-61 

included in said first secure 

'861 patent at 15:21-31 

container contents 

'861 patent at 28:26-28 


'193 patent at 69:66-70:1 


'193 patent at 71:19-20 


'193 patent at 230:30-34 
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T n 4At*nTi a ii c*t Xj T « f ft A A Tn A A 



— i — j — : j i — i 

rule designed to control at least 

jraieni oDcCiiicati ns 

one aspect 01 access 10 or use 01 ai 

oui paieni ai i j.zioi 

least a portion of said first secure 

50 1 paieni ai i /.**70j 

container contents 


'891:1 


resource processed in a secure 

Patent Specifications 

operating environment at a first 

'193 patent at 83:44-48 

andiance 



See Protected Processing Environment 

**emre1v receiving a fir^t entitv's 

Patent SnM*ifiration« 

control at <;aid first annli&nce 

'193 Datent at 55*52-54 


'193 natent at 57*27-36 


' 193 natent at 60- 37-48 


'193 natent at 62*32-39 


4 193 natent at 67*21-52 


4 193 natent at 68 -65 -69* 12 

17J ^JAl&lll al UQ>U*7 U7i 1^ 


"193 natent at 75*65-76-1 


4 193 natent at 76* 10-"*? 


*193 natent at 77* ^0-44 

1 7 J JJalC<llL al / / .jy*rt 


4 1 93 natent at 8 1 • 26-3 2 


4 193 natent at 83-53-84-7 

XsJ LIAlVlil AL OJ ( JJ . / 


4 1 93 natent at 9 1 -38-5 1 

X s mJ UAlwlll Al 7 1 .JO J X 


4 1 93 natent at 96* 1 -6 

X S mJ ^JAlWlll AL 7U t i V7 


* 1 93 natent at 96* 12-17 

1.7 J LJAlW/lll AL 7U. / 


4 193 natent at 101 -54-102*25 


4 193 natent at 102*41-51 


4 193 natent at 104-2Q-37 

i^^Lyaidiiai i » 


4 1 natent at 1 1 R*64- 1 1 0*4^ 

XsJ LJAldJl Al 1 1 O . V>*T 1 


4 1Q^ natent at 1 9V77-2R 

17J JJAlVlll Al l^J.^X'ZO 


4 193 natent at 123*51-56 


4 193 natent at 155-51-156-2 

1 ✓ -J Uu I Will Al 1 J J . J 1 1 .J 17*^- 


4 193 natent at 160-66-161-51 

17J ^7Alblll Al X\J\J .\t\J X\J X X 


4 193 natent at 162*39-163-35 

17J JJAlfwlll AL lU^.J/'iUJ.JJ 


4 193 natent at 200-66-201 -42 


'193 Datent at 21 1*39-2 12* 10 


'193 oatent at 2 14*59-67 


'193 patent at 218:31-220:19 


'193 patent at 225:50-226:36 


'193 patent at 227:25-228:30 


'193 patent at 233:25-35 


'193 patent at 282:56-61 


'193 patent at 283:61-65 


'193 patent at 290:46-62 


'891 patent at 322:56-63 


See Securely Receiving ; and Receiving a first control from said clearinghouse at 


sdiu liibi ucvice ^lyj-iyj 

securely receiving a second 

See "Securely receiving a first entity's control at said first appliance" (891 .1) 

entity's control at said first 


appliance 


securely processing a data item at 

See "Resource processed in a secure operating environment at a first appliance" 


57 
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InterTrust Evidence 

said first appliance, using at least 
one resource 

(891.1); and "Securely Processing." 

securely applying, at said first 
appliance through use of said at 
least one resource said first 
entity's control and said second 
entity's control to govern use of 
said data item 

Patent Specifications 
*891 patent at 322:16-18 

See "Resource processed in a secure operating environment at a first appliance" 
(891.1); and "Securely Applying" 

'900:155 


first host processing environment 
comprising 

See Host Processing Environment 

designed to be loaded into said 
main memory and executed by 
said central processing unit 

Patent Specifications 
y(JU patent at 82:12-23 

said tamper resistant software 
comprising: . . . one or more 
storage locations storing said 
information 

Patent Specifications 
900 patent at 239:50-53 

derives information from one or 
more aspects of said host 
processing environment, 

Patent Specifications 
'900 patent at 239:4-42 

one or more storage locations 
storing said information 

Patent Specifications 
'900 patent at 239:4-21 
'900 patent at 239:50-60 
'900 patent, Fig. 69C 
'900 patent, Fig. 69G 

information previously stored in 
said one or more storage locations 

Patent Specifications 
'900 patent at 239:15-55 
'900 patent at 240:31-34 

generates an indication based on 
the result of said comparison 

Patent Specifications 
'900 patent at 239:56-64 
'900 patent at 243:32-41 

programming which takes one or 
more actions based on the state of 
said indication 

Patent Specifications 
'900 patent at 239:56-64 
'900 patent at 242:52-67 
'900 patent at 243:32-41 
'900 patent at 243:65-244:2 
'900 patent at 244:33-39 
'900 patent at 247:50-57 

at least temporarily halting further 
processing 

Patent Specifications 
'900 patent at 239:56-64 
900 patent at 242:52-67 
'900 patent at 243:32-41 
'900 patent at 243:65-244:2 
'900 patent at 244:33-39 
l 900 patent at 247:50-57 
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Claim Term / Phrase 

InterTrust Evidence 

4 912:8 


identifying at least one aspect of 
an execution space required for 
use and/or execution of the load 
module 

Patent Specificati ns 
'193 patent at 140:15-46 

caiH pYpriitinn onace identifier 

provides the capability for 
distinguishing between execution 
spaces providing a higher level of 
security and execution spaces 
providing a lower level of security 

Patent Snecificatinnc 
' 193 patent at 140:15-46 

4 912 patent at 327:59-61 
'912 patent at 327:64-66 

prior to performing said executing 
step 

Pafpnt Qncfccifioatirhnc 
x alClll k3|JCvllHalIUll3 

'193 patent at 112:46-113:2 
File Histories 

'912 File History, 9/22/98 Office Action, pp. 2-3. 

'91235 


received in a secure container 

Patent Specifications 
'193 patent at 58:48-58 

said component assembly 
allowing access to or use of 
specified information 

Patent Specifications 
'193 patent at 69:66-70:1 
'193 patent at 71:19-20 
'193 patent at 83:53-84:16 
'193 patent at 159:61-160:8 
'193 patent at 230:30-34 

Extrinsic Sources 

The American Heritage Dictionary, 3d ed. (Houghton Mifflin, 1992) ("information") 

l J J jJalCJJl al U7.UU*/v.l 

'193 patent at 71:19-20 
' 193 patent at 230:30-34 

said first component assembly 
specified by said first record 

See "Said component assembly allowing access to or use of specified information" 
(912.35) 


Evidence Relevant to Numerous Disputed Claim Terms and Phrases 


Refreshing a budget 

Patent Specifications 
'193 patent at 131:10-13 
'193 patent at 162:39-65 
'193 patent at 173:21-174:14 

Absolute protection 

Patent Specifications 
'193 patent at 16:25-28 
'193 patent at 35:59-63 
M93 patent at 38:4-12 
'193 patent at 49:59-62 
4 193 patent at 80:65-81:8 
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InterTrust Evidence 


4 193 patent at 199:38-46 

* 1 AO A. A. _ A. I'M ^ 

193 patent at 22 1 :2-6 
4 193 patent at 222:49-53 
'193 patent at 223:4-10 


12 1 patent at 2 1 :9-24 
721 patent at 24:48-56 


Citations from Sources Designated bv Microsoft under PLR 4-2(b) 

Landwehr, Formal Models for Computer Security, ACM Computer Surveys (Sept. 3, 

1981), p. 253. 


Computer Security Handbook, 2d ed. (Macmillan, 1988), pp. 75, 201, 218, 292-93 


Hoffman, Modem Methods for Computer Security and Privacy (Prentice-Hall 1977) 
p. 170. 


Garfinkel et al., Practical Unix Security (O'Reilly & Associates, 1991), pp. 12-13. 


Neumann, Computer Related Risks (ACM Press, 1995), p. 2. 

Alternative control structures 

Patent Specifications 
'193 patent at 28:29-37 
4 193 patent at 30:42-3 1:7 
4 193 patent at 3 1:29-56 
4 193 patent at 48: 15-35 
4 193 patent at 306:30-65 
4 193 patent at 308:29-42 
'193 patent at 308:48-65 
*193 patent at 312:1 1-31 

Digital file versus a copy 

Patent Specifications 
4 193 patent at 162:10-15 
4 193 patent at 226:1 1-16 
4 193 patent at 278:1 1-21 
4 193 patent at 316:16-37 
4 193 patent at 324:8-37 
4 193 patent at 325:32-40 

Host Processing Environments 
and Secure Processing 
Environments 

Patent Specifications 
4 193 patent at 13:7-14 
4 193 patent at 79:24-80:21 
'193 patent at 80:65-81:8 
4 193 patent at 278:46-65 

4 683 patent at 29:5 1-30:3 

4 721 patent at 3:16-21 
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